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Welcome to the Strategi Institute AML/CFT Manual. This manual has all the material you will need to
enable you to meet your ‘reporting entity’ obligations under the Anti-Money Laundering and
Countering Financing of Terrorism Act 2009 (hereafter referred to as the Act). In particular, the
manual will provide you with the key information, processes and templates to undertake your
mandatory risk assessment and develop your tailored AML/CFT policies and procedures.

On 10 August 2017, the Anti-Money Laundering and Countering Financing of Terrorism Amendment
Act 2017 was passed to bring real estate agents into its fold from 1 January 2019 (if they provide
certain specified services, set out in the definition of designated non-financial business or profession
(DNFBP) in section 5(1) of the Act, in the ordinary course of business). There was no transition period
so real estate agents with obligations under the Act have been required to comply from 1 January
2019.

This manual is designed primarily for small- to medium-sized real estate agencies with 2-20 staff,
when they conduct captured activities which fall within the scope of the Act. The manual can be
used by larger real estate agencies, but the methodologies suggested here may be too simplistic.
Larger real estate agencies may have dedicated in-house compliance staff and may require
sophisticated systems and processes to be put in place to handle specific ML/FT (money laundering/
financing of terrorism) risks they are likely to face. Our sister company, Strategi Limited, will be
happy to provide tailored advice to these larger real estate agencies.

This manual is to be used as a guide only and suggests the level of detail that an AML/CFT risk
assessment and AML/CFT programme should contain in order to be compliant with the current
regulation, legislation, and the Code of Professional Conduct and Client Care. Do not automatically
accept the suggested template wording that is provided. Your policies and procedures MUST be
relevant to your agency and the risks it faces. Accordingly, there will be sections of this manual that
can be deleted or modified to suit your requirements.

In 2013 the Act was introduced in New Zealand, and banks, casinos and a range of financial service
providers (collectively known as Phase 1 reporting entities) came under its grip. Strategi Group
(comprising Strategi Limited, and Strategi Institute Limited) was a key player in assisting these
reporting entities to get up to speed quickly with the then new AML/CFT compliance regime. Using
that accumulated experience, and expertise, Strategi Institute can provide you with ongoing
AML/CFT assistance via education programmes, while Strategi Limited can provide you with your
three-yearly AML/CFT audit.
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In preparing this manual, Strategi Institute referred to the Act and relevant regulations, the relevant
joint supervisory guidelines published by the AML/CFT supervisors, Codes of Practice, National Risk
Assessment 2019 (FIU), the Designated Non-Financial Businesses and Professions and Casinos Sector
Risk Assessment - December 2019 (by the Department of Internal Affairs (DIA)), the AML/CFT Risk
Assessment and Programme: Prompts and Notes for DIA reporting entities — December 2017, User
Guide: Annual AML/CFT Report by Designated Non-Financial Businesses and Professions — March
2018 (published by the DIA), the Amended Identity Verification Code of Practice 2013, the Identity
Verification Code of Practice — Explanatory Note updated in July 2021, the Guideline: Real Estate
Agents published, in August 2018, by the DIA including the new regulation for nominee directors and
nominee general partners July 21, the Anti-Money Laundering and Countering Financing of
Terrorism (Definitions) Amendment Regulations (No 2) 2023; Anti-Money Laundering and
Countering Financing of Terrorism (Requirements and Compliance) Amendment Regulations 2023,
guidelines updated and issued by the AML/CFT supervisors in April and May 2024 that include
‘Beneficial Ownership Guideline’, Enhanced Customer Due Diligence Guideline’, ‘Customer Due
Diligence: Companies Guideline’, Customer Due Diligence: Limited Partnerships Guideline’ and
‘Customer Due Diligence: Trusts Guideline’.

Please note:

1. The word customer is used in some instances, and the word client in others. This is because
the Act uses the word customer when describing some matters such as customer due
diligence, whereas the real estate profession (and the Real Estate Agents Act 2008) uses the
word client. We have attempted to map this usage in the manual. As a result, when the
context is the Act, it refers to customer. When the context is other than the Act, client is used.

2. Real estate agents fall under the designated non-financial business practice category as
provided by s 5(a) of the Act. To maintain consistency with the Act and the Real Estate Agents
Act 2008, this manual will refer to the ‘agency’ rather than ‘business’, ‘company’, or ‘firm’.

For more information contact:

David Greenslade, BA, MBA, Dip Mgt, Dip Bus Studies (PFP), MIML, MInstD
Strategi Institute Limited

Executive Director

Tel: + 64 9414 1302

Mob: +64 21 400 600

david.greenslade@strategi.co.nz

www.strategi.co.nz

Disclaimer: The authors, consultants, editors plus the directors and staff of Strategi Institute Limited expressly disclaim all and any liability
and responsibility to any person, whether a purchaser or reader of this publication or not, in respect of anything, and of the consequences
of anything, done or omitted to be done by any such person in reliance, whether wholly or partially, upon the whole or any part of the
contents of this publication. No responsibility is taken by Strategi Institute Ltd for any omissions or errors in your own specific AML/CFT
manual. Nothing contained in this manual is, and should be construed as, legal advice and should not be relied upon without first seeking
independent advice.
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New Zealand’s AML/CFT regime, directed at combating transnational and organised crime, is
comprised of two phases: Phase 1, and Phase 2.

Phase 1, which came into effect on 30 June 2013, applied the AML/CFT regime to banks, casinos, and
financial institutions.

Phase 2 came into effect via the Anti-Money Laundering and Countering Financing of Terrorism
Amendment Act 2017. Phase 2 applied the AML/CFT regime to lawyers, conveyancers, accountants in
practice, real estate agents (all collectively known as Designated Non-Financial Businesses or
Professions (DNFBPs)), sports and race betting, and businesses that deal in certain high-value goods

(e.g. cars, boats, jewellery, precious metals and stones, artefacts and art).

As per the implementation schedule for Phase 2, the AML/CFT regime has applied to real estate
agents since 1 January 2019.

The purposes of the AML/CFT Act are to:

° detect and deter money laundering and the financing of terrorism (ML/FT); and
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. maintain and enhance New Zealand’s international reputation by adopting, where appropriate
in the New Zealand context, recommendations issued by the Financial Action Task Force (FATF);
and

° contribute to public confidence in the financial system.

Phase 2 implementation improves the integrity and stability of New Zealand’s financial systems by
expanding the transparency of financial transactions in New Zealand. This will give our international
partners greater comfort when dealing with New Zealand businesses and ensure international trading
opportunities remain open to New Zealand entities.

New Zealand’s AML/CFT regime was evaluated by the FATF in 2020. The findings were issued in a
report dated April 2021 (Refer to the DIA website). It is important that our AML/CFT regime is
assessed as being both technically compliant and effective. This is because New Zealand’s AML/CFT
regime — or any perceived gaps in it — directly affects New Zealand’s international trade reputation.

The Act applies to entities carrying out certain specified activities in New Zealand (known as ‘reporting
entities’). If the specified activities are carried out wholly outside New Zealand, then the Act does not
apply. In such cases, the AML/CFT obligations prevailing (if any) in the jurisdiction from where the
financial activities are carried out may apply.

Money Laundering (ML): ML is the process of making ‘dirty’ money, obtained through illegal activities,
look ‘clean’ and strip it of its criminal past. In ML, the original source of the money is ‘illegitimate’.

ML typically happens in three stages:

1. Placement: The proceeds of criminal activities are 'placed’ or introduced into the financial

system.

2. Layering: Layering involves a single transaction or series of multiple complex transactions. The
objective is to return the dirty money back to the launderer in a manner that appears to be
legitimate income. E.g. the buying and selling of real estate or the buying and selling of
securities through an unregistered or registered trading platform such as NZX.

3. Integration: The launderer reintegrates the ‘laundered and cleansed’ funds back for their use
through the normal financial system.
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Terrorist Financing (TF): TF is providing financial support to terrorists. The source of money involved in
TF can be legitimate, unlike ML.

To understand the linkage between money laundering and financing of terrorism, it may help to know
that the methods used to launder money are essentially the same as those used to hide the sources of
funds and their uses for terrorist financing. Funds used to support terrorism may originate from
legitimate sources, criminal activities or both. If the source can be concealed, it remains available for
future terrorist financing activities. Similarly, it is important for terrorists to conceal the use of the
funds so that the financing activity goes undetected.

The Act applies to a real estate agent who carries out, in the ordinary course of business, one or more
activities described in the definition of designated non-financial business or profession (DNFBP).

Section 5(1) of the Act describes these activities:

a. acting as a formation agent of legal persons or legal arrangements (e.g. setting up trusts, or
companies for clients);

b. acting as, or arranging for a person to act as, a nominee director or nominee shareholder or trustee
in relation to legal persons or legal arrangements;

c. providing a registered office or a business address, a correspondence address, or an administrative
address for a company, or a partnership, or any other legal person or arrangement (unless it's
solely for a service which isn't covered by the Act);

d. managing client funds (other than sums paid as fees for professional services), accounts, securities,
or other assets;

e. providing real estate agency work to effect a transaction; and

f. engaging in or giving instructions on behalf of a customer to another person for any conveyancing,
a transaction, the transfer of a beneficial interest in land or other real property, and other
transactions listed in section 5(1).

The terms ‘real estate agency work’ and ‘transaction’ are defined in section 4(1) of the Real Estate
Agents Act 2008 and are explained below:

Real estate agency work:

a. means any work done or services provided, in trade, on behalf of another person for the
purpose of bringing about a transaction; and

b. includes any work done by a branch manager or salesperson under the direction of, or on
behalf of an agent to enable the agent to do the work or provide the services described in
paragraph (a); but does not include:
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i. the provision of general advice or materials to assist owners to locate and negotiate with

potential buyers; or

ii. the publication of newspapers, journals, magazines, or websites that include
advertisements for the sale or other disposal of any land or business; or

iii. the broadcasting of television or radio programmes that include advertisements for the
sale or other disposal of any land or business; or

iv. the lending of money on mortgage or otherwise; or

v. the provision of investment advice; or

vi. the provision of conveyancing services within the meaning of the Lawyers and
Conveyancers Act 2006.

Transaction means any 1 or more of the following:

a. the sale, purchase, or other disposal or acquisition of a freehold estate or interest in land;
b. the grant, sale, purchase, or other disposal or acquisition of a leasehold estate or interest in
land (other than a tenancy to which the Residential Tenancies Act 1986 applies);

c. the grant, sale, purchase, or other disposal or acquisition of a licence that is registrable under
the Land Transfer Act 2017;
d. the grant, sale, purchase, or other disposal or acquisition of an occupation right agreement

within the meaning of the Retirement Villages Act 2003; and

e. the sale, purchase, or other disposal or acquisition of any business (either with or without
any interest in land).

Example

Lucy Best is a real estate agent holding a real estate agent’s licence issued by The Real Estate
Authority (REA). Lucy is engaged by Joe Bloggs to sell his investment property. As part of the work,
Lucy:

a. Provides guidance to Joe about how to prepare the property for sale, and
b. Undertakes marketing of the property in local real estate publications.

In addition to the above, Lucy obtains a LIM report for the property, organises open homes, keeps a
list of potential buyers and the offers made by them, and presents those offers to Joe. Lucy explains
how to complete the sale, and purchase agreement and recommends a few legal firms for
undertaking the conveyancing.

In the above example, the work done by Lucy, except for the work described in ‘a’, and ‘b’,
constitutes real estate agency work. The work done is for the purpose of bringing about the sale of
the investment property (i.e. the transaction is the sale of the investment property).

f. Engaging in, or giving instructions on behalf of a client to:
— carry out a real estate transaction (as defined in section 4(1) of the Real Estate Agents Act
2008);
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— carry out a transaction on behalf of any person in relation to the buying, transferring or selling
of a business or legal person (for example, a company) and any other legal arrangement;
— creating, operating, and managing a legal person and any other legal arrangement; or

— transfer a beneficial interest in land or other real property.

Of the list of activities described in ‘a’ to ‘f’ above, real estate agents most likely carry out, in the
ordinary course of business, the two activities below:

i Real estate agency work; and

ii. Managing client funds.

Accordingly, the Act will apply to the real estate agents when they carry out one or both of the above
two activities.

Property management activities undertaken by the real estate agents (including managing client funds
when providing property management activities) are excluded from the Act. This exclusion is under
Regulation 21B of the AML/CFT (Definitions) Regulations 2011. Accordingly, the following activities are
not captured by the Act:

a. Negotiating with prospective residential tenants on behalf of clients (broadly the work of finding
residential tenants, and negotiating residential rentals etc.);

b. Collecting, holding or disbursing money for the use, maintenance, or repairs, improvement or
oversight of any property (commercial or residential); and

c. Handling money (e.g. holding or making payments) for the advertising of any property (commercial
or residential).

Note: Acting, or offering to act, for reward in respect of the negotiation, grant approval, or assignment
of a tenancy agreement for commercial premises (whether described as a lease, tenancy agreement,
right to occupy, or otherwise) in relation to commercial premises (within the meaning of section

2(1) of the Residential Tenancies Act 1986) is not a ‘property management activity’.

Reporting entities are exempt from all provisions of the Act when they provide a relevant service, that
usually attracts AML/CFT obligations, to a recipient who is related (i.e. a ‘related entity’). This
exclusion is found in Regulation 16 of the AML/CFT (Exemptions) Regulations 2011. Accordingly, a
reporting entity (A) is ‘related’ to the other party, the recipient of the services (B) if:

a) Bis A’s holding company or subsidiary,

b) There is another body corporate to which A and B are both related,
c) A controls B, or vice versa,

d) A and B are both controlled by a third person,

e) Aand B are in partnership,
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f) The businesses of A and B are carried on in a way so that the separate businesses are not
readily identifiable.

Note: This is not an exhaustive list of parties that may be ‘related entities’ and therefore exempt from
the AML/CFT Act in relation to services provided by A to B. See Regulation 16 of the AML/CFT
(Exemptions) Regulations 2011 for the complete list.

The Act applies to a real estate agent only if they undertake the activities described in the definition of
DNFBP in the ‘ordinary course of business’ (unless any regulation or notice has declared the business,
i.e. the real estate agency, not to be a reporting entity for the purposes of the Act). The two activities
that real estate agents are most likely to carry out are real estate agency work to effect a transaction
and managing client funds.

The other activities (described in the definition of DNFBP) are less likely to be relevant to real estate
agents. These activities are:
e Acting as a formation agent for legal persons or legal arrangements;
e Acting as, or arranging someone to act as, a nominee director, nominee shareholder or
trustee; and

e Providing an office or address for a company or legal arrangement.

If, however, real estate agents conduct any of the above activities in the ordinary course of business,
then it is important to understand what ordinary course of business means. This is explained below.

Arriving at a conclusion whether (or not) an activity undertaken is, or is likely to be, in the ordinary
course of business is largely a matter of common sense, or judgement. On that basis, a real estate
agency should consider certain factors that may assist in determining whether (or not) an activity is
likely to be considered ‘in the ordinary course of business’ and hence caught under the Act. Some of
the factors are:

a. How frequently is the activity undertaken? If it is undertaken regularly, then it is likely to be
considered in the ordinary course of business.

b. Have significant resources (e.g. staff) been allocated for undertaking the activity? If yes, then it
is likely to be considered in the ordinary course of business.

c. Isthat activity advertised on the website, or marketing brochures? If yes, then it is likely to be
with the intention to generate revenue and so likely to be considered in the ordinary course of
business.
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It is important to consider the above factors together when determining whether an activity
undertaken is (or is likely to be) ‘in the ordinary course of business’.

Some of the services provided by real estate agents are often used by criminals to hold and move
funds without being detected. The FIU has stated that the real estate sector is highly susceptible to ML
as its research indicates that real estate is the money laundering ‘asset of choice’.! The professional
services provided by real estate agents are attractive to money launderers because they are widely
available. Buying and selling property assists in disguising the origin of funds. In addition, the buying
and selling of property involves high-value transactions which allows offenders to move large amounts
of laundered funds without raising suspicion. An offender’s relationship with a real estate agent will
usually be of a short duration, further aiding the offender in avoiding detection.

Effectively, the services offered by real estate agents create additional steps in the ML/FT chain by real
estate being used to introduce illicit funds into the legitimate economy. Due to the sheer amount of
real estate transactions nationally each year, the real estate sector has been assessed as having a
medium-high inherent risk of ML/FT by the DIA in the Designated Non-Financial Businesses and
Professions and Casinos Sector Risk Assessment - December 2019.

New Zealand has adopted a ‘risk-based’ approach to AML/CFT. This will be one of the biggest
challenges facing real estate agencies having AML/CFT obligations. In a risk-based regime, no
prescriptive guidance is available on how to comply. Each real estate agency (that is a reporting entity)
is required to identify and assess their ML/FT risks and implement systems and controls to adequately
mitigate the identified risks. The upside of this approach is the flexibility for the reporting entity to
target the available resources at ‘high-risk’ areas and minimise the compliance costs.

A risk-based approach recognises that there can never be a zero-risk situation. Every client type,
service, or transaction presents some degree (no matter how small) of ML/FT risk, and reporting
entities must determine the level of ML/FT exposure they can tolerate. The risk-based approach does
not exempt low-risk clients, and services from being subject to AML procedures. It is only that the
appropriate procedures will be less onerous than for those thought to present a higher level of risk.

1 Designated Non-Financial Businesses and Professions and Casinos Sector Risk Assessment - December 2019
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For real estate agents, the risk-based approach allows the flexibility to approach AML/CFT obligations
using specialist skills and responsibilities. This requires real estate agents to take a wide and objective
view of their activities and clients and have a good understanding of the ML/FT risks and be able to
exercise sound judgement. This, in turn, requires the building of expertise including for example,
through training, recruitment, taking professional advice, and learning by doing.

The alternative, and likely sub-optimal, approach is that resources are either applied evenly, or that
resources are targeted, but on the basis of factors other than risk. This can inadvertently lead to a tick-
box approach with a focus on meeting regulatory requirements rather than on combating money
laundering or terrorist financing efficiently and effectively.

However, a risk-based approach is not without its challenges. Real estate agents may find that some
staff members are uncomfortable making risk-based judgements. This may lead to overly cautious
decisions, or disproportionate time spent documenting the rationale behind a decision. This may also
be true at various levels of management of real estate agencies. To make it worse, in situations where
management fails to recognise, or underestimates, the risks, a culture may develop that allows for
inadequate resources to be devoted to compliance, leading to potentially significant compliance
failures.

1.7.1 How to implement a risk-based AML/CFT regime

A risk-based approach involves taking the following steps:

e |dentify and assess the ML/FT risks arising from particular clients, services, and the
geographical areas of operation of the agency and its clients (this is explained in Section
Three, Preparing the risk assessment);

e Manage and mitigate the assessed risks by the application of appropriate and effective
measures, procedures and controls (this is explained in Section Four, Developing an AML/CFT

programme);
e Continuously monitor the procedures and controls put in place to combat ML/FT risks; and

e Ensure through initial and ongoing training, uniform application of the procedures, and

controls across the agency.

What does this mean for you?

If your agency is relatively small, with only low risk clients (e.g. ‘Mum and Dad’ type clients) or
consists mainly of clients you have previously dealt with and you deal in simple and straightforward
sales and purchases, then a risk-based regime means your risk assessment and AML/CFT
programme could be relatively short and simple.
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If you are a reporting entity, your key AML/CFT obligations are:
e Appointment of an AML/CFT compliance officer within the agency;

e A written risk assessment; and
e An AML/CFT programme including your policies, procedures, and controls for:
- Managing and mitigating the risks identified in the risk assessment
- Vetting of staff (if you have any)
- Training of relevant staff (if you have any)
- Applying appropriate customer due diligence (CDD)
- Reporting suspicious activities
- Reporting prescribed transactions
- Ensuring adequate record keeping
- Managing, and mitigating risks of ML/FT
- Keeping the AML/CFT programme up-to-date
- Preventing products and/or transactions that favour anonymity being used for ML/FT
- Ensuring your agency adheres to its AML/CFT programme
- Reviewing your AML/CFT programme and getting it audited.

A reporting entity that fails to comply with the various requirements of the AML/CFT Act may face
penalties ranging from a formal warning or enforceable undertakings, (this is an undertaking of a
certain course of action a reporting entity makes to an AML/CFT supervisor, which is enforceable by
law), to serious criminal and civil penalties.

Penalties range from fines up to $200,000 for an individual, and up to $2 million for entities. Examples
of breaches could include failure to conduct CDD as prescribed; failure to establish, implement, or
maintain an AML/CFT programme; failure to keep records, and failure to submit prescribed
transactions report.

Certain offences (such as relating to suspicious activity reports) can attract a fine up to $300,000
and/or a term of imprisonment up to two years for individuals, and a fine up to $5 million for an
entity.

Note: The information above relating to breaches and penalties is for illustrative purposes only. This is
not an exhaustive list of offences and penalties under the AML/CFT Act. Refer to Part 3 of the Act for
complete information relating to offences and penalties.
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Every year (or as required by the DIA) you MUST file an annual report. The report must be in the
prescribed form and submitted between 1 July and 31 August each year to cover the preceding 12
months until 30 June.

The annual report provides information to the DIA about how you are complying with your obligations
under the Act.

Refer to Appendix 10 for details of the information that must be contained in the annual AML/CFT
Report. The form and the content of the annual report is prescribed by Schedule 2A of The Anti-
Money Laundering and Countering Financing of Terrorism (Requirements and Compliance) Regulations
2011.

A member of a designated business group (DBG) can rely on another member to carry out some
obligations on their behalf, as set out in section 32 of the Anti-Money Laundering and Countering
Financing of Terrorism Act 2009 (the Act). These obligations include conducting the risk assessment,
parts of an AML/CFT programme, and making suspicious activity reports or prescribed transaction
reports.

A designated business group is defined in section 5(1) of the Act.

Related real estate agents or subsidiaries of real estate agents can form DBGs in some cases, where
each member is a reporting entity in New Zealand (or the equivalent in another country that has
sufficient AML/CFT systems and that is supervised or regulated for AML/CFT purposes). Additionally,
other related entities, companies, limited partnerships, law firms, conveyancers, trusts etc can form
DBGs if they satisfy the definition in the Act.

Refer to Section 5(1) of the Act for the full definition of a designated business group.
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You must prepare two key documents to meet the requirements of the Act. These are:
1. A risk assessment; and

2. An AML/CFT programme.

The following two checklists contain a series of questions/activities that need to be
considered/undertaken when developing these documents for your agency.

It is important to understand that meeting the requirements is more than just creating the
documents. The reporting entity actually needs to undertake the work - not just follow a template.

Work your way through each question/activity and cross reference to the guidance provided in
Sections Three and Four of this manual for further explanation on what is required.

These checklists may need to be provided at a later date to your AML/CFT auditor, or any other
person who needs information on how the agency’s risk assessment and AML/CFT programme were

put together.
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Serial Activity Yes/No/NA Comment

Have we identified the aspects of our work that may be susceptible to ML/FT?

Have we taken into account applicable guidance material produced by the DIA or the FIU,
current at the time of preparing the risk assessment?

1. (Examples of the applicable guidance material include the FIU’s National Risk Assessment 2019, DIA’s
Designated Non-Financial Businesses and Professions and Casinos Sector Risk Assessment - December
2019, FIU’s Quarterly Typology Reports, etc.)

2. Have we used a valid, and reliable, methodology to prepare our risk assessment?
3. Have we clearly defined risk?
4 Have we considered the inherent risks of ML/FT in preparing the risk assessment?

(Inherent risks are the risks of ML/FT before applying risk mitigation measures)

Have we addressed the residual risks of ML/FT in preparing the risk assessment?
5. (Residual risks are the risks of ML/FT that continue to be faced by the agency after the application of
risk mitigation measures)

Is the risk assessment clear, concise, and effective, and prepared in a manner that helps the
6. AML/CFT compliance officer to explain it to the staff, and senior management of the real
estate agency?

Have we made a list of products and services we offer, which may allow our clients to hide
their identity?

7.
(E.g. products that may be purchased with cash, or services that may allow movement of funds in a
rapid manner, making it hard to trace.)
8 Have we addressed the ML/FT risk presented by occasional transactions, and activities
) undertaken by clients through our agency?
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Serial Activity Yes/No/NA Comment

Have we identified the way we deliver our services and products?
(E.g. face-to-face; Zoom; Teams; telephone; email)

Have we identified the aspects of our work that may be susceptible to ML/FT?

Have we identified our client types?
(E.g. Individuals, family trusts, charitable trusts, companies, NZ non-residents)

9.

10.

Do we have any clients who could qualify as politically exposed persons (PEPs)?
(An individual who holds, or has held in the immediately preceding 12 months, in any overseas country
the position of:
e Head of State/country/government
e Government minister (or equivalent senior politician)
11. e High-ranking member of the armed forces
e  Senior foreign representative, ambassador, high commissioner
e  Board chair, CEO, CFO of any state enterprise located overseas
e A spouse/partner/child/child’s spouse or partner/parent of any of the above referred persons is
also PEP.
Refer to Appendix 3 for the definition of a PEP).
Have we established whether any of our clients that are companies have nominee
11A  shareholders or directors, and whether any of our clients who are limited
partnerships/overseas limited partnerships have nominee general partners?

12. Do we have clients who run their own business?
13. If yes to 12’ above, are any of these clients involved in a cash intensive business?
14 Is any client business likely to involve potential for a high level of corruption (e.g. arms
’ dealers)?
15. Do we have clients who conduct business through their lawyers or accountants?
16. Do we have clients referred to us by accountants and lawyers?
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Serial Activity Yes/No/NA Comment

17. Have we identified the countries our agency deals with?

Have we checked if any of our clients are from countries subject to UN sanctions or
18. embargoes?
(See Appendix 4 for a list of these countries)

Have we identified the aspects of our work that may be susceptible to ML/FT?

Have we checked if any of our clients are from countries considered as tax havens?

19.
(See Appendix 4 for list of these countries)

Have we checked if any of our clients are from countries having significant levels of
20. corruption?
(See Appendix 4 for list of these countries)

Have we checked if any of our NZ non-resident clients are from countries associated with
21. illicit drug production and/or trans-shipment?
(See Appendix 4 for list of these countries)

22. Do we deal with shell companies?

Do we deal with shell banks?
23. (A shell bank is an entity that is formed and authorised to carry on banking business in a country, e.g.
NZ, but does not have a physical presence in that country.)

Do we rely on overseas person/s to conduct customer due diligence?
(E.g. identity verification and address verification for overseas clients)

24.

Having identified the risks, have we assessed the likelihood of our agency being used for ML/FT?

Have we undertaken the exercise of rating the likelihood that the aspect/s of our agency we

25.
identified as susceptible to ML/FT could actually result in ML/FT?
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Serial Activity Yes/No/NA Comment

Reviewing the risk assessment

Does the risk assessment describe how we will keep it current?
(E.g. registering with websites of organisations like DIA, and the FATF to receive periodic updates on

26.
AML/CFT - this should be included in the description. Providing version control to the risk assessment
document may help in demonstrating this requirement.)

27 Have we diarised to periodically review our risk assessment to identify any deficiencies?

(E.g. every six months)

Audit of risk assessment

28. Have we decided who will be our independent AML/CFT auditor?

If we intend to appoint an internal person to audit the risk assessment, then have we

29.
selected that person?
30 If the auditor is an internal person, then have we ensured that person had no involvement in
' setting up the risk assessment programme?
31 Have we considered training requirements for the internal person to be appointed as our
’ risk assessment auditor?
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Once you have completed and reviewed your risk assessment you need to prepare an AML/CFT programme. This document needs to describe how you
meet your AML/CFT obligations via systems, procedures, documents and training, in order to mitigate the risks that are identified in your risk assessment.

To assist you with this, refer to the below table - it describes the key parameters to ensure your programme is sufficiently detailed. The AML/CFT
programme guidance in Section Three provides detail on what is required to be addressed in each element of the programme.

Tick wh

1. Have we taken into account applicable guidance material produced by the DIA or the FIU, current at the time of preparing the
AML/CFT programme?
(Examples of the applicable guidance material include the FIU’s National Risk Assessment 2019, DIA’s Designated Non-Financial Businesses and
Professions and Casinos Sector Risk Assessment - December 2019, FIU’s Quarterly Typology Reports, etc.)

2. Is the AML/CFT programme based on the risk assessment?
3 Is the AML/CFT programme clear, concise, and effective and prepared in a manner that helps the AML/CFT compliance officer to
' explain it to the staff, and senior management of the real estate agency?
4 Have we appointed a designated person (AML/CFT compliance officer) responsible for administering, and maintaining the AML/CFT
’ programme?
5 Have we considered appointing a deputy to the AML/CFT compliance officer to fill the role when the AML/CFT compliance officer is
’ absent, or away?
6. Have we ensured the AML/CFT compliance officer reports to the senior manager as per that requirement under the Act?
7. Vetting
Does our AML/CFT programme contain policies, procedures, and controls for vetting senior managers, AML/CFT compliance officer
and any other employees whose roles involve AML/CFT duties?
(If applicable, include vetting by third parties in this above description.)
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. . Tick when
Serial Activity complete

8. Training
Does our AML/CFT programme contain policies, procedures, and controls for training on AML/CFT matters for senior managers,
AML/CFT compliance officers and all other employees with roles involving AML/CFT duties?
(Describe the scope and nature of the training, who delivers it, how frequently it is delivered, how knowledge understanding is assessed, and how
you track who has completed the training.)

9. Customer due diligence (CDD) (including on-going CDD)

9.1 Does our AML/CFT programme, based on risk assessment completed earlier, describe how we undertake CDD on our clients?
(This includes documenting the policies, procedures and controls around the CDD that the agency undertakes. It also includes describing how the
requirements of the Amended Identity Verification Code of Practice 2013 (IVCOP) are met.)

9.2 If applicable, does our AML/CFT programme describe the policies, procedures, and controls when we rely on CDD conducted on our
behalf by another person?

93 Does the AML/CFT programme describe how we handle exceptions to the IVCOP?
(Include policies, procedures and controls around the circumstances under which exceptions may occur and the approval process to deal with
those exceptions.)

9.4 Does the AML/CFT programme describe how we deal with clients who are PEPs and clients who are companies/limited
partnerships/overseas limited partnerships with nominee directors, shareholders, and/or general partners?

95 Does the AML/CFT programme describe how we define, and identify if there has been a material change in the nature, and purpose

of a business relationship with our clients?
(The Act does not provide a standard definition of material change, but it should be based on your risk assessment, and the activities undertaken in the ordinary
course of business.)

9.6 Does the AML/CFT programme describe the client types our agency will not form a business relationship with?
9.7 Does the AML/CFT programme describe the triggers that will prompt undertaking a review of CDD?
9.8 Does the AML/CFT programme describe the circumstances in which we will not establish or continue a business relationship with a

customer if we are unable to conduct CDD in accordance with the Act?

9.9 Does the AML/CFT programme describe policies, procedures and controls for undertaking on-going CDD?

9.10 Does the AML/CFT programme describe policies, procedures and controls when relying on third parties to complete CDD or
enhanced CDD actions.

© Strategi Institute Limited AML/CFT Manual for Real Estate Agents v5 June 2024 Page 7 of 9
Section Two: AML/CFT Checklists



. . Tick when
Serial Activity complete

10. Account monitoring/Transaction monitoring
Does the AML/CFT programme describe policies, procedures and controls for account (or transaction) monitoring?

11 Written findings

111 Does the AML/CFT programme describe policies, procedures and controls for maintaining written findings relating to business
relationships and transactions with countries that do not have, or have insufficient, AML/CFT systems in place (which also includes
any country identified by the Financial Action Task Force as being a high-risk jurisdiction subject to a call for action)?

11.2 Does the AML/CFT programme describe policies, procedures and controls for maintaining written findings on any activity that is
likely by nature to be related to ML/FT?

12. Suspicious activity reports (SARs)

12.1 Does the AML/CFT programme describe policies, procedures and controls for reporting suspicious activities to the New Zealand
Police FIU?

12.2 Does the AML/CFT programme describe policies, procedures and controls to manage tipping off provisions in the Act?

12.3 Does the AML/CFT programme describe policies, procedures and controls to ensure we submit SARs within the required three-day

time frame prescribed by the Act?

12.4 Does the AML/CFT programme describe policies, procedures and controls for submitting suspicious property reports under the
Terrorism Suppression Act 20027?

13. Prescribed transactions reports (PTRs)
Does the AML/CFT programme describe policies, procedures and controls for submitting PTRs?
(Depending on the services offered, there may NOT be an obligation to submit PTRs. If the obligation does not apply, then provide a simple
description explaining why the obligation does not apply. In this circumstance there is no requirement to describe policies, procedures, and
controls relating to filing PTRs.)

14. Record keeping
Does the AML/CFT programme describe policies, procedures and controls to ensure the record keeping requirements of the
AML/CFT Act are met?

© Strategi Institute Limited AML/CFT Manual for Real Estate Agents v5 June 2024 Page 8 of 9
Section Two: AML/CFT Checklists



. . Tick when
Serial Activity complete

15. Products and transactions that favour anonymity
Does the AML/CFT programme describe policies, procedures and controls for ensuring prevention of the use of products and
transactions favouring anonymity?
(If you do not offer products, or undertake transactions, favouring anonymity, then there may NOT be an obligation to describe in detail the
policies, procedures, and controls relating to ensuring their prevention. If the obligation does not apply, then provide a simple description
explaining why the obligation does not apply. In this circumstance there is no requirement to describe policies, procedures, and controls relating to
ensuring prevention of the use of products and transactions favouring anonymity.)

16. Managing and mitigating risk
Does the AML/CFT programme describe the policies, procedures, and controls to manage and mitigate risks:
e when introducing new products or services;
e against new or emerging ML/FT methods; and
e identified in the risk assessment.

17. Ensuring compliance with the AML/CFT programme
Does the AML/CFT programme describe the policies, procedures and controls that set out how the agency will monitor and manage
compliance with the AML/CFT programme?

18. Review of the AML/CFT programme
Does the AML/CFT programme describe the policies, procedures, and controls to review the AML/CFT programme, including a
description about how it will be kept current?

19. Audit of the AML/CFT programme
Does the AML/CFT programme describe the policies, and procedures in place to appoint an auditor to audit our AML/CFT
programme every three years, or at any other time prescribed by the regulations, or at the request of the DIA?
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The obligations under the AML/CFT Act (the Act) for real estate agents came into effect on 1 January

2019. These obligations only apply to real estate agents who undertake certain activities, specified in

the Act, in the ordinary course of business.

If you have obligations under the Act, you MUST have in place:

° A written risk assessment;

° An AML/CFT programme, which includes your policies, procedures, and controls for:

Managing and mitigating the risks identified in your risk assessment
Vetting of staff;

Training of relevant staff;

Applying appropriate customer due diligence (CDD) specifically when

you will apply;
= Simplified
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= Standard
= Enhanced
Using third parties to assist you with any part of CDD;

Suspicious activity reports (SARs);

Prescribed transaction reports (PTRs);

Ensuring adequate records are kept;

Keeping your AML/CFT programme up-to-date;

Preventing products and/or transactions that favour anonymity being used for
ML/FT;

Ensuring your agency adheres to its AML/CFT programme; and

The review and audit of your AML/CFT programme.

This section and the two following, provide guidance on the three key obligations. This section
covers the preparation of the risk assessment, Section Four focuses on the preparation of the
AML/CFT programme, and Section Five covers the audit of your risk assessment and AML/CFT
programme.

3.1.1 Whatis a risk?

A risk is the chance or possibility of something happening that will have a negative effect. The level
of risk reflects the likelihood of the unwanted event, and the severity of the potential consequences
of the unwanted event. Put differently, risk can also be defined as the likelihood of an event and the
consequence of that event.

3.1.2 Whatis a risk assessment?

Undertaking a risk assessment means assessing the risk of money laundering/financing terrorism
(ML/FT), you as a reporting entity, may reasonably expect to face in the course of your business.

3.1.3 What is a risk assessment methodology?

A risk assessment methodology is the reporting entity’s documented process, and approach for
conducting the risk assessment. A methodology document typically includes:

a. A detailed description of procedures to follow in undertaking the risk assessment;
b. The scoring system used along with definitions and weights;

c. Astatement as to the frequency of updates to the methodology; and
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d. The use of the risk assessment methodology in designing or shaping the AML/CFT
programme.

3.1.4 Legal obligations relating to risk assessments

A risk assessment must:

e Be set outin writing;

e |dentify the ML/FT risks your agency reasonably expects to face, having regard to:
- the nature, size, and complexity of your agency
- the products and services offered
- the way products and services are delivered
- the types of customers dealt with
- the countries dealt with
- theinstitutions dealt with

- any applicable guidance material produced by AML/CFT supervisors relating to
risk assessments

- any other factors that may be provided for in regulations;

e Enable you to determine the level of risk involved in relation to your obligations under the
Act;

e Enable you to prepare an AML/CFT programme to manage and mitigate the identified
risks (applying the risk assessment);

e Include a description of how you will keep it up to date (review of the risk assessment);
and

e Be audited (audit of the risk assessment).

This requirement is self-explanatory and will be met when real estate agents put in place their risk
assessment using the guidance provided in each of the following steps below.

3.2.1 |dentify ML/FT risks your agency is likely to face

Based on your knowledge and understanding of your agency, you should be in a position to identify
the ML/FT risks your agency is likely to face. Section 58(2) of the Act prescribes the factors you must
consider when identifying risks. These are listed below:

1. The nature, size, and complexity of your business
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An agency with two or three real estate agents, is likely to be less complex than an agency with a
large number of real estate agents. An agency that does not accept cash from its clients is likely to
be at less risk compared to an agency accepting cash.

2. The products and services your agency offers

Products and services that may allow your clients to hide their identity or move money in a way that
is hard to trace, are likely to be at higher risk.

3. The way your agency delivers products and services

The real estate sector involves more face-to-face interaction with customers than other sectors
which provides greater opportunity to identify suspicious activity and to verify a customer’s identity.

4. The types of customers your agency deals with

‘Mum and dad’ type customers, individuals earning salaried income, and retirees, are less likely to be
considered high risk compared to, for example, customers who run their own business (especially if
operating that business on a cash basis). Similarly, customers who are politically exposed persons
(PEPs?), and customers who are companies/limited partnerships/overseas limited partnerships with
nominee directors, shareholders, or general partners are high-risk customers requiring appropriate
customer due diligence to be carried out before onboarding. Family trust customers (with the
settlors and any protectors) require a high level of customer due diligence compared to customers
who are natural persons.

5. The countries your agency deals with

If you provide real estate services to non-residents you may be required to conduct a country risk
assessment. Countries associated with high rates of corruption or terrorism, countries considered to
be tax havens, and countries with few AML/CFT laws, are considered ‘high risk’ compared to
countries having stringent AML/CFT laws and belonging to the FATF. Similarly, countries subject to
UN sanctions, embargoes or similar, (e.g. Iran, Iraq, Somalia) are considered high-risk countries.
(Refer to Appendix Four for a list of these countries.)

6. The institutions your agency deals with

If your agency has relationships with shell companies (companies which serve as a vehicle for
business transactions without themselves having any significant assets or operations. These
companies, often, exist only on paper and have no physical presence or staff working for them) then
it is likely to be exposed to a higher risk than some of the standard institutions such as NZ-registered
companies and banks.

Z Information on PEPs provided in Appendix 3
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Examples of clients posing a high ML/FT risk are those:

e |nvolved in cash-intensive businesses which may be used by criminals to mask illegally
obtained funds (antique dealers, arms dealers, etc.).

e With a history of changing lawyers, banks and/or real estate agents.

e Either under- or over-valuing properties.

e Involved in a large number of real estate transactions. For example, the buyer/seller has
a history of “flipping’ properties.

e There is a significant distance between the agent/agency and the customer.

e Inrespect of whom the source of funds is unusual (such as an unrelated party funding
fees, or a tax liability) and no legitimate explanation is provided by the customer.

Appendix Four provides examples of:

e States or entities under UN sanctions;

e Countries lacking adequate AML/CFT systems/measures or controls;

e Countries with higher level of corruption (Corruption Perceptions Index for 180 countries
across the globe);

e Tax havens; and

e Countries associated with illicit drug production and/or transhipment.

3.2.2 Tips on how to identify your risks3

1. Write a list of all the types of customers, institutions, products and services, delivery methods,
and countries your agency deals with. These are the factors you should consider when assessing
the risk to your agency.

2. Next, while reading each of the previously listed ‘factors’ ask yourself (and record the answers):

e What is it about the nature, size and complexity of your agency that makes it vulnerable to
ML/FT? Write this above the list, as it relates to all products, delivery methods etc.

e Of the products or services your agency offers, which ones, when considered with the rest
of your agency, are vulnerable to ML/FT? Note the reasons each product/service is
vulnerable alongside the product/service. Do this with all factors below, too.

e How does the way your agency deliver its services make it vulnerable to ML/FT? (E.g.
meeting customers face-to-face before providing any services is likely to present a low risk
of ML/FT, compared to accepting engagements and providing services without first
meeting customers face-to-face.)

e Do you have relationships with any financial institutions that may make the agency
vulnerable to ML/FT (e.g. ‘shell’ companies or institutions from poorly regulated
countries)?

3 Based on Guide for Real Estate Agents published by the DIA
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e Of the countries your agency deals with, which countries are considered to be corrupt/to
have low AML/CFT standards/to be associated with profitable crime or terrorism? If you do
not know about a country, you may wish to err on the side of caution and treat it as higher
risk.

e Of the types of clients your agency deals with, taking into account all of the above, which
types are more likely to be able to launder money or finance terrorism through your
business?

Refer to Appendix 9 for a worksheet to help you identify relevant risks.

An agency may demonstrate that it has obtained the appropriate information for assessing the risk
that a business relationship or one-off transaction will involve ML/FT risk, where it collects certain
information, or takes into account the following:

(Note: The information described in the table below is illustrative, and not exhaustive)

Parameter Description of information

Customer type risk a. Type (e.g. natural persons, trusts, etc.), volume and value of activity
expected.

b. Source of funds, e.g. nature and details of occupation or
employment.

c. Details of any existing relationships with the real estate
business/agency.

d. The client’s purpose in entering into any activity/transaction forming
the basis of the proposed engagement or the client’s purpose in
seeking services where not related to a specific transaction.

e. Type of business activities (or employment - as the case may be
depending on the customer type).

f. If an entity, has it been subject to insolvency proceedings, oris it in
the course of being (or has it been) dissolved/struck off?
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Parameter

Description of information

If an individual, has s/he been subject to bankruptcy proceedings, or
disqualified as a director?

If a company or limited partnership/overseas limited partnership,
then are there any nominee directors, shareholders or general
partners?

Service risk

. Ability to make payments to, or receive from, third parties.

. Ability for customers to maintain anonymity.

Delivery risk

. Ability for the client to deal through intermediaries.

. Non face-to-face relationships — service delivered exclusively by post,

telephone, internet etc. where there is no physical contact with the
client.

Country risk

. Countries clients deal with (or countries where clients’ business is

. Countries subject to UN or EU sanctions, if clients have dealings with

conducted from). The following types of countries or territories may
be considered to present a higher risk:

e those that are generally considered to be un-cooperative in the
fight against money laundering and the financing of terrorism;

e those identified by the FATF as having strategic deficiencies of
ML/FT; and

e those that are vulnerable to corruption, e.g. those with poor
ratings in Transparency International’s Corruption Perception
Index.

such countries

Institution risk

. Possibility of having to deal with shell banks on behalf of clients.

. Possibility of having to deal, on behalf of clients, with institutions

with poor AML/CFT measures.
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The aim is to rate the likelihood and severity that the aspects of your agency that you have identified
as susceptible to ML/FT, could result in ML/FT.

e The risk assessment is based on determining the frequency (likelihood of occurrence) and the
severity. Consider assessing the likelihood first.

o Allow for all the different situations which currently arise in your agency (or are likely to arise in
the foreseeable future, e.g. from proposed new products, services, or client types). For example,
a long-standing, well-known client from a high-risk country (e.g. A NZ resident working in a high-
risk country) may pose a lower risk than a new client (e.g. new migrant to NZ) from the same
country.

e The end result of this step will be a likelihood rating for each of the at-risk areas of your agency.
For example, you could rate each area as either very likely, likely, possible, or unlikely to be used
for ML/FT. These ratings will allow your agency to apply the appropriate standard of customer
due diligence in your AML/CFT programme.

An example of this likelihood rating could be:

Unlikely Very likely

) ) There is a moderate chance of There is a high chance of ML/FT
There is very little chance of L L
L ML/FT occurring in this area of occurring in this area of your
ML/FT occurring in this area of
your agency (perhaps 10% of agency (perhaps 20% of such
your agency. . )
such transactions). transactions).

3.4.1 Inherent vs residual risk

The DIA (the AML/CFT supervisor for real estate agents) expects reporting entities to address
inherent risks in the risk assessment.

Inherent risk is the risk of ML/FT to the reporting entity in the absence of any actions it may take to
alter either the risk’s likelihood or impact. Put differently, in assessing the inherent risks of customer
types, types of services, and products, etc. you do not take into account your current business
practices which reduce or mitigate your risks (such as asking for source of funds, asking for identity,
etc.) This is because the inherent risks do not vary by reporting entities or region. A reporting
entity’s familiarity with a particular customer type, or a product, or service, etc. should factor into

© Strategi Institute Limited AML/CFT Manual for Real Estate Agents v5 June 2024 Page 8 of 11
Section Three: Preparing the risk assessment



adjusting the residual risk by the implementation of appropriate controls, and not into adjusting the
inherent risk.

Residual risk is the risk of ML/FT that remains after the application of necessary controls to reduce
the likelihood or impact of the risk. An acceptable level of residual risk is determined by the risk
tolerance (or risk appetite) of the reporting entity (i.e. the real estate agency).

Example 1

If a real estate agency has a large number of family trust clients, then the inherent risk of ML/FT
to the agency from this customer type is high. However, the agency may know all its family trust
clients, all the trustees may be based in New Zealand, and maybe natural persons (mum and dad
type), and the real estate agency may have a robust customer due diligence process in place
making the high inherent risk low. Likelihood rating reflects the chances of ML/FT occurring
before any controls are taken into account (i.e. the likelihood rating assesses the risk based on
who you deal with/ how you deal with/ what services you offer them etc.)

Example 2

If you have identified migrants as a higher risk area, then the likelihood of one of these clients

using your business for ML/FT will depend on factors such as whether:

e The client is from a country that is considered high risk (for example because they have high
instances of illegal drug trafficking or weak/inadequate AML/CFT legislation);

e The client is new or an existing customer;

e The clientis a PEP from a country that is internationally known for high corruption rates
amongst government officials/politicians;

e The services that your business offers this client could be used to transfer funds across
borders; and

e Your agency offers this client the opportunity to conduct transactions through internet-based
trading accounts.

Continuing with the example, if your business has existing clients from countries that are known

to have high instances of illegal drug trafficking and you offer these clients real estate services

without requiring a face-to-face contact, then you would probably rate the likelihood of your

agency being used for ML/FT by those clients as “very likely”.

Your AML/CFT programme should then address this high risk with appropriate control measures.

Source: Risk Assessment Guideline released by the three AML/CFT supervisors (Financial Markets Authority,
Reserve Bank of NZ, and the Department of Internal Affairs)
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3.4.2 Assessing severity

You can think of the consequences in terms of how it may affect your agency and the resulting

damage it could cause to your agency.
Severity is assessed as low, medium, or high.

Using a common typology* of depositing cash in the financial system, the severity matrix can be
built as shown below:

Medium

No cash is received by the Some clients may pay fees by | Clients pay by cash for the

agency. All clients pay cash. This accounts for 2% to | services rendered. 5% to 10% of
electronically or by a NZ 5% of your client base. The your clients are in this category.
bank account cheque for clients are usually those who | These clients are new migrants
services rendered. operate a home-based who may be looking to buy

business and are well-known | property within the first few
to us. weeks of arrival into New
Zealand and may not have set
up a bank account.

Your risk assessment must enable you to prepare a comprehensive AML/CFT programme. It must
enable you to meet your obligations under the Act and the AML/CFT Regulations, especially
obligations to conduct CDD (and ongoing CDD). This is covered in Section Four relating to developing

your AML/CFT programme.

The risk assessment can be applied in a number of different ways, including to determine:

e The extent of due diligence required to be undertaken for each client (e.g. requiring senior

management approval to onboard certain types of customers such as PEPs);
e The frequency and scope for reviewing the risk assessment; and

e The training requirements for staff in roles involving AML/CFT duties.

4 Method used for ML/FT
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The Act requires you to describe how you will keep your risk assessment current. You can do this by
describing how you plan to stay up to date with ML/FT methods, and how you will change your risk
assessment if ML/FT methods change in a way which affects the risks faced by your agency.

Example wording

e The staff professional development plan prepared at the beginning of each year contains a
reference to undertaking CPD training on AML/CFT via the Radar platform offered by Strategi
Institute.

e The AML/CFT compliance officer subscribes to the updates on the websites of organisations
such as (but not limited to) FATF, and DIA.

e The AML/CFT compliance officer reads and familiarises him/herself with the Quarterly Typology
Report published by the FIU of NZ Police. This gives the AML/CFT compliance officer
information about new techniques used by money launderers worldwide. Using this
information, an assessment is made as to whether our agency could be susceptible to similar
ML/FT risks.

3.6.1 How frequently should the risk assessment be reviewed?

Although the Act does not prescribe the frequency for reviewing risk assessments, at a minimum and
as best practice, the risk assessment should be reviewed at least annually. A review of the risk
assessment may be warranted in the following situations:

e When a new service is introduced;
e When new markets/clients are targeted, or

¢ Inthe event of changes to the Act or the Regulations.

3.6.2 Audit of the risk assessment

The Act requires you to ensure that your risk assessment is audited every three years (or during a
different time period prescribed by regulations, or at any other time as required by DIA).
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The audit must be undertaken by a person not involved in the development of your risk assessment,
or the establishment, implementation, or maintenance of your AML/CFT programme (described in
Section Four). Section Five provides detailed information about the audit of your risk assessment.
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NOTE: The pre-requisite for preparation of an AML/CFT programme is completion of your risk
assessment.

Your AML/CFT programme MUST be based on your risk assessment. Therefore, before you start to
develop your AML/CFT programme, you should have completed your risk assessment as described in
Section Three of this manual.

Your AML/CFT programme must take into account the risks your agency can reasonably expect to
face from ML/FT.

An AML/CFT programme is a written record of the policies (i.e. a set of expectations), procedures
(day-to-day actions required to meet the expectations set) and controls (tools to ensure the agency
meets the expectations set by undertaking the required actions) you have in place to manage the
risks you have identified in your risk assessment and comply with your AML/CFT obligations. The
policies, procedures and controls must be adequate, effective, and sufficiently robust to reasonably
address the risks identified in the risk assessment. Refer to Appendix 8 for a sample AML/CFT
programme.

For example, if you rated a particular type of client as “high risk” in your risk assessment, then your
customer due diligence (CDD) in your AML/CFT programme should reflect this risk rating with
adequate and effective policies, procedures, and controls.

This could include a policy to conduct enhanced due diligence on such customers, the procedures for
doing so and the controls necessary to ensure that happens.

It is a requirement of the AML/CFT Act (s 56(2)) that you designate an employee of your agency as
an AML/CFT compliance officer.

You can fulfil the role yourself if there are no employees (e.g. a sole real estate agency), as it does
not have to be a standalone position. In many small real estate agencies, a single person may be
responsible for the functions of front office, back office, money laundering reporting, and senior
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management. This fact should be taken into account in designing a risk-based AML/CFT programme.
The type and extent of measures to be taken for implementing the AML/CFT programme should be
appropriate in relation to the size of the real estate agency.

If you choose not to fulfil this role yourself and you have an assistant or a PA/secretary, that person
can be the compliance officer and report to you (you may be the director of your company/agency
and/or the senior manager, i.e. a person in a position to influence the management or
administration of the agency). The AML/CFT compliance officer can carry out other duties not
related to AML/CFT compliance.

If you do not wish to act in the role then you must appoint a suitable person to act as an AML/CFT

compliance officer.

A job description for an AML/CFT compliance officer is in Appendix 11.

Tip
It is best practice (i.e. not a requirement prescribed by the Act) to nominate, where possible, a
second person to take over the role of the AML/CFT compliance officer to cover situations when

the AML/CFT compliance officer is away on leave, or he/she resigns and finding an appropriate

replacement takes time.

The AML/CFT compliance officer must have the competence, knowledge, and skill to perform the
role. The recommended qualification for this role is the AML/CFT compliance officer (level 4) micro-
credential provided by Strategi Institute Limited. This is an NZQA approved course and provides
NZQA credits plus CPD hours.

An effective AML/CFT programme begins with the establishment of a strong governance framework
clearly outlining:

a. Aculture of compliance;

b. Senior management/board support and oversight of the AML/CFT responsibilities of the
agency as a reporting entity;

c. Appointment of an AML/CFT compliance officer with well-defined responsibilities and the

appropriate training;
d. Arobust procedure for undertaking and maintaining the risk assessment;
e. Arobust customer due diligence framework;
f.  Arobust suspicious activity and prescribed transactions reporting programme;

g. Provision for initial and ongoing AML/CFT training, customised for staff, and senior

management according to their roles;
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h. Incorporation of AML/CFT compliance into job descriptions and performance evaluations of
appropriate personnel;

i.  Arobust procedure for periodic reviews of the risk assessment, and the AML/CFT
programme; and

j. The procedure for undertaking independent audits prescribed by the Act.

4.3.1 How to cultivate a strong culture of compliance

A culture of compliance is one in which the management and the staff of the real estate agency
always do the right thing because they know what is expected of them (and that the agency will
support them), and where compliance issues are not hidden or suppressed for fear of retribution, or
retaliation.

While there is no right or wrong way to build a compliance culture, real estate agencies can create a
compliance culture through:

a. Ensuring the efforts to manage and mitigate the risks of ML/FT are not compromised by
revenue interests;

b. Assigning adequate human and financial resources to the compliance function;

c. Embedding compliance into business processes (e.g. client onboarding, ongoing relationship
management, etc.)

d. Providing role-specific customised training on AML/CFT matters;
e. Requiring everyone to attest to a code of conduct as a condition of employment; and

f.  Clear communication, and enforcement of consequences for non-compliance with the Act.

A risk assessment can be used in many ways to develop the AML/CFT programme. For example:

e Development of an AML/CFT strategy for the agency (e.g. discontinue, and prohibit
provision of services to customers who do not supply customer due diligence information —
such as information about the source of their funds);

e Allocation of resources (e.g. investing in PEP checking tools to test the PEP status of
customers);

e Development of targeted initial, and on-going AML/CFT training for staff, and senior
management;

e Development of account monitoring procedures, and controls; and

e Deciding the frequency for reviewing the AML/CFT procedures, and controls.
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There are a number of minimum requirements that must be described by all AML/CFT programmes.
Even if a particular requirement does not apply to your agency, there must be a section in the
programme that explains that the requirement is not applicable, and the reasons why it is not
applicable. The next sections in this part of the manual consider each of the minimum requirements
that must be addressed.

Vetting is checking someone’s background to determine their suitability for a position in your
agency, making sure they are who they claim and the information they have provided is correct. Its
purpose is to avoid hiring a person who may use your agency (or allow their associates to use your
agency) for ML/FT.

Under the Act, your AML/CFT programme must set out your policies, procedures and controls for
vetting senior managers, your AML/CFT compliance officer, and any other employees whose roles
involve AML/CFT duties.

You must take into account the risks identified in your risk assessment in designing your policies,
procedures and controls for vetting of employees, including vetting by third parties. You should then
relate these risks to the roles performed by the employees.

Policies, procedures, and controls can require:

e Checks to identify any criminal convictions prospective or current employees may have. (The
process for obtaining a person’s criminal record be found on the Ministry of Justice’s
website);

e Character references or any other background checks including criteria for managing any
negative or undesirable information;

e Different levels of vetting for different staff, depending on the level of ML/FT risk your
agency faces from people in those positions, and

e People who conduct background checks on prospective or current staff to have the
appropriate skills and experience to do so.

If you already have comprehensive and effective policies in place for staff vetting you could include
them in this section of your AML/CFT programme if they are suitable for AML/CFT purposes.
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Example of Vetting described in an AML/CFT programme
My agency has twelve employees:

e an office manager;
e four salespeople;
e one branch manager (who is also the AML/CFT compliance officer), and

e six real estate agents, including myself.

At the time of becoming a licensed real estate agent, | satisfied the Fit and Proper person
requirements prescribed by the Real Estate Authority (REA). | am also a member of the Real Estate
Institute of New Zealand (REINZ) and subscribe to the Code of Professional Conduct and Client Care
(Real Estate Agents Act (Professional Conduct and Client Care) Rules 2012) and the REINZ Codes of
Agency Practice.

The branch manager has been employed by me for over 20 years and | have no reason to doubt
her integrity and moral character.

I have the following policy, procedure, and control to meet the AML/CFT requirements.
Policy:

e To recruit new staff using reputable employment agencies who conduct appropriate criminal
history checks before referring the candidate for an interview. If recruitment is undertaken via
referrals then the following is required:

- Criminal history check;

- Credit check using Equifax, and
- Two referees.

e |tis our policy to vet ALL staff, regardless of position or status within the agency, prior to

recruitment or engagement.
Procedure

e Obtain written confirmation from the recruitment agency, before conducting the interview,
that they have completed a satisfactory criminal history check, and reference check from two
referees.

e |n those situations, not involving a recruitment agency, obtain a candidate’s written approval
for conducting a criminal history check, credit check, and reference check from at least two
referees.

e Maintain written records on the candidate’s file of the reference checks conducted internally
by myself as well as those by the recruitment agencies.

e As part of ongoing employee due diligence, we may undertake criminal history checks of all
staff (regardless of position or status within the agency), every two years.

Control

e The offer of employment is not made without appropriate vetting as described above.
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The main purpose for providing AML/CFT training is to ensure that relevant employees are aware of
the risks of ML/FT faced by your agency and how they should respond when confronted with such
risks.

Under the Act, your AML/CFT programme must set out your policies, procedures and controls for
training on AML/CFT matters for senior managers, your AML/CFT compliance officer and any other
employees with roles involving AML/CFT duties.

Training should highlight to everyone in the agency, the importance of the contribution they can
individually make to the prevention and detection of ML/FT. There is a tendency, in particular, on
the part of more junior staff, to mistakenly believe that the role they play is less pivotal than that of
their senior colleagues. Such an attitude can lead to failures to disseminate important information
(e.g. suspicious activity of clients) because of mistaken assumptions that the information will have
already been identified and dealt with appropriately by senior colleagues.

It is common for agencies to give training on AML/CFT to staff without any formal record being kept
of that training (e.g. through on-the-job training). If training is given on the job then the trainer
should make a note of what was covered in the session and sign and date that record. If you cannot
produce records of employee training, then there may be no defence against a prosecution for
failing to report a suspicion of ML/FT.

Your AML/CFT programme could document the following:

e The scope and nature of the training (e.g. you could include training on relevant AML/CFT
legislation, your AML/CFT policies, procedures and controls, your ML/FT risks (as set out in
your risk assessment), trends and techniques of ML/FT, and how to identify unusual
behaviour).

e Tasks or duties which can only be carried out by staff who have had appropriate AML/CFT
training.

o How you will apply the AML/CFT training, including frequency and delivery methods. The
frequency of training events can be influenced by changes in legislation, regulation,
professional guidance, case law and judicial findings (both domestic and international), as well
as by changes in the agency’s risk profile and procedures.

e Arisk-based approach to training. This means staff undertaking client-facing duties (such as
on-boarding, suspicious activity monitoring, etc.) can be provided more frequent training (e.g.
every quarter to ensure they are aware of new red flags identified by the FIU in its quarterly
typology reports). Senior management and staff not in roles involving AML/CFT duties can be
provided training on an annual basis in the form of refresher training.
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e How you will track that relevant staff have completed the required training.
e How training is tailored for different employees depending on the tasks carried out.

e When training should be completed. The agency should ensure new staff are trained promptly
(e.g. within three months of joining the agency). Subsequent on-going training can comprise
of concise updates to help refresh and expand employees’ knowledge and to remind them
how important effective AML/CFT work is.

e  Whether and how employees are assessed for knowledge, application and retention of the
AML/CFT training.

Example of Training described in an AML/CFT programme

e We recognise one of the most important tools available to us to assist in the prevention and
detection of MIL/FT is to have well-trained staff alert to the potential risks of ML/FT. Our policy,
procedure, and control are designed on this basis.

Policy

e Provide adequate, and relevant initial, and ongoing AML/CFT training to enable staff, and
senior management, to fulfil their respective responsibilities under the AML/CFT Act.

Procedure

e At the beginning of each year, as part of my professional development as a licensed real estate
agent, | identify the areas relating to new legislation, such as AML/CFT, | need to be trained on.

e |also sit with my staff to identify the areas of development they would like to undertake during
the year. One of the elements in this plan is to keep up-to-date with the legislation (including
AML/CFT).

e We have registered with Strategi Institute Limited (SI) for the use of their online CPD platform
Radar. Sl is our preferred provider of AML/CFT training. We undertake CPD modules relating to
AML/CFT (e.g. AML/CFT risk assessment, development and maintenance of an AML/CFT
programme, Introduction to ‘Identity Verification Code of Practice’ etc.) annually. The training
is delivered online and includes a series of questions which are marked to confirm we have
understood the material.

e The areas covered in the AML/CFT training include (but are not limited to):

- Background on ML/FT;

- Suspicious activities, and red flags for real estate agents;

- Amended Identity Verification Code of Practice 2013;

- How to complete a risk assessment and AML/CFT programme;
- Consequences of non-compliance with the Act; and

- CDD and suspicious activity reporting.

e The AML/CFT compliance officer undertakes AML/CFT modules on Radar that are relevant to
her role as the AML/CFT compliance officer.
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e Radar automatically records the training we have completed and the CPD hours allocated by
Sl.

e The effectiveness of the AML/CFT training is measured by reviewing the score achieved by the
person completing the CPD module on Radar.

e |also include the AML/CFT training, undertaken using Radar, in my CPD log that | am required
to maintain to comply with the rules set by the Real Estate Authority.

e We also subscribe to the updates on the websites of DIA and the FATF to keep up-to-date on
the AML/CFT legislation. In addition, we subscribe to Strategi ezines, which carry information
on AML/CFT updates.

e As a member of REINZ | may also undertake relevant AML/CFT training offered by them.

e We may also obtain AML/CFT training by attending road shows conducted by DIA, the FIU and
other relevant organisations on AML/CFT.

Control

e The AML/CFT compliance officer reviews the CPD log every year to ensure relevant training on
AML/CFT matters is undertaken by everyone in the agency.

e For new recruits, the AML/CFT compliance officer checks relevant initial AML training has been
provided before they are actively involved in the day-to-day operations involving AML/CFT
duties.

In addition, undertaking on-going (or refresher) AML/CFT training is included in the job
descriptions of all staff, and senior management (as part of meeting all the compliance obligations
applicable to our agency), and completion of that training is one of the requirements taken into
account at the time of annual performance appraisals. The CPD log (or the training log) of each
staff member (including senior management) is reviewed by the AML/CFT compliance officer (or
the manager of the staff member — e.g. branch manager) to check the AML/CFT training required
to be undertaken during the year, has actually been undertaken.

Customer due diligence (CDD) is the process through which you develop an understanding about
your customers and the ML/FT risks they pose to the agency. CDD is the cornerstone of an AML/CFT
programme. CDD involves gathering and verifying information about the identity (e.g. full name,
date of birth, relationship to the customer, address, etc.) the nature, and purpose of the business
relationship of a customer, any beneficial owners and representatives of the customer (i.e. persons
acting on behalf of the customer), and any person on whose behalf a transaction is conducted that is
a customer of your customer, if that person has “ultimate ownership or control of your customer”.

The CDD must be conducted before the real estate agent enters into an agency agreement with the
customer.

© Strategi Institute Limited AML/CFT Manual for Real Estate Agents v5 June 2024 Page 9 of 39
Section Four: Developing an AML/CFT programme



Note: Where real estate agency work is conducted in relation to a commercial lease transaction,
CDD can be conducted after the agency agreement is signed, but must be conducted before an offer
to lease is presented to the landlord.

Robust CDD procedures are vital for a reporting entity because they:

a. form an essential part of risk management, for example, by providing the basis to identify,
assess, mitigate, and manage risk of ML/FT;

b. help to protect the reporting entity by reducing the likelihood of it becoming a vehicle for, or
a victim of, ML/FT;

c. help the reporting entity, at the time the CDD is carried out, to take comfort that the
customers and other parties included in a business relationship are who they say they are,
and that it is appropriate to provide them with the product or service requested, and

d. help the reporting entity to identify, during the course of an ongoing business relationship,
factors which are unusual, and which may lead to knowing, suspecting, or having reasonable
grounds for knowing or suspecting, that persons involved in the business relationship may
be carrying out ML/FT.

Persons seeking to engage in ML/FT activities through your agency will try to mask their identity,
hide the illegal source of their funds, and/or mask the identity of the beneficiaries of those funds.
Effective CDD is required to counter this.

Real estate agents should identify, and verify, the identity of their customers in sufficient detail to
provide them with reasonable assurance that the information they have is an appropriate and
sufficient indication of the customer’s true identity.

For real estate agents, the customer (i.e. the client) is the person with whom the agent has entered
into an agency agreement with. An agent will only need to conduct CDD on this party and not on the
other party or parties to the transaction. The only exception to this is in the case of “occasional
clients.”

Occasional clients are people that conduct an “occasional activity” or “occasional transaction”
through your real estate agency. The terms “occasional activity” and “occasional transaction” are
defined in section 5(1) of the Act:

e Occasional activity: an activity that does not involve a business relationship between the
reporting entity and the reporting entity’s customer.

e Occasional transaction: a cash transaction that is equal to or above the applicable threshold
value, or wire transfer carried out or received by the agent over $1,000, that occurs outside of a
business relationship. Cash means physical currency and includes a cheque, bill of exchange,
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promissory note, bearer bond, traveller’s cheque, money order, and postal order. Note: the
threshold value can vary for different situations.

Example

Jane, of Jane Doe Real Estate Limited (JDRE), has entered into an agency agreement with Chloe
and Kevin Clarkson (“the vendors”, and hence the client) to sell their house. JDRE is a licensed real
estate agent (and Jane Doe is also a licensed real estate agent).

Lisa and Thomas Browne (“the purchasers”), have agreed to purchase the property and have
signed a sale and purchase agreement with the vendors.

The purchasers have given JDRE 510,000 NZD in cash as a deposit for the property. JDRE is holding
this in their trust account.

In this scenario, Jane has already fulfilled her obligation to conduct CDD on her clients (i.e. the
vendors) before she entered into an agency agreement with them.

In addition, Jane has an obligation to conduct CDD on the purchasers as they are an “occasional
client” because they are conducting an “occasional transaction” with Jane and JDRE.

Some payments will not attract CDD or other AML/CFT obligations.
Where a DNFBP (i.e a real estate agent) receives a payment from a customer for the purpose of
making a payment to one of the below parties, the transaction is not captured by the AML/CFT Act
and the real estate agent does not have to conduct CDD in relation to the transaction:
1. A New Zealand government department, the New Zealand Police, or a local authority;
2. A barrister; or
3. Any other third party carrying out business in New Zealand, where the payment relates to
the provision of a service by that business, which is wholly ancillary to the real estate agent’s
service, and where the value of the transaction (or series of transactions) is less than $1,000.

This means that if a real estate agent receives a payment from a customer (of less than $1,000) for
the purpose of paying another business for a service that is necessary to support the real estate
agent’s service, it may not attract AML/CFT obligations.

Refer to Regulation 24AB, Anti-Money Laundering and Countering Financing of Terrorism
(Exemptions) Regulations 2011 for further details.

There are three types of CDD under the Act depending on your customer, and the type of
transactions they conduct. They are:

e standard CDD;
e simplified CDD, and

e enhanced CDD.
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The CDD programme should set out what level of CDD you will apply to your customers and the
circumstances under which each type of CDD is undertaken.

4.8.1 Standard CDD

For most agencies standard CDD will likely be the norm for the majority of their customers. Standard
CDD involves the collection of identity information of the customer, any beneficial owner of the
customer, or any person acting on behalf of the customer.

Generally, standard CDD will apply when you establish a business relationship with a new customer.
For your existing customers, standard CDD may be required depending on the level of risk involved.
You will also need to conduct standard CDD on existing customers where there is a material change
in the nature or purpose of the business relationship, and if you have insufficient information about
them. For example, a customer (a family trust) you dealt with previously and prior to you having
obligations under the Act, requests your services in respect of selling a property. However, there are
now new trustees. As you have not dealt with the new trustees previously, you will not have any
CDD information about them and so will need to conduct CDD for the customer.

The type of information required to meet standard CDD is:

- The person’s full name;

- The person’s date of birth;

- If the person is not the customer, the person's relationship to the customer;

- The person's address or registered office;

- The person's company identifier or registration number;

- Information on the nature and purpose of the proposed (or existing) relationship with the
customer,

- If the customer is a company, the existence and name of any nominee director and/or
nominee shareholder,

- If the customer is a Limited Partnership or Overseas Limited Partnership, the existence of
and name of any nominee general partner;

- If the customer is a trust, the settlor(s) and any protector(s); and

- Any information prescribed by regulations.

The reporting entity must have specific verification requirements for each type of customer
mentioned above and must be according to the level of risk involved.

Most of the above requirements will be met by real estate agents who adhere to the identity
verification requirements prescribed by the Amended Identity Verification Code of Practice 2013.
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The requirement to collect information on the nature, and purpose of the proposed business
relationship with the customer will be satisfied when you sign an agency agreement with the
customer that describes the nature and purpose of engagement with the customer.

4.8.2 Simplified CDD

Simplified CDD is required when dealing with customers such as government departments, local
authorities, the New Zealand Police, the New Zealand Security Intelligence Service, registered banks,
licensed insurers, and certain listed companies.®

Most small- and medium-sized real estate agencies will not have a need for this CDD type in the
ordinary course of their business.

4.8.3 Enhanced CDD®

Enhanced CDD is required when:

- Your risk assessment indicates a ‘high’ risk level, or

- You deal with certain customer types such as a trust, a non-resident customer from a
country that has insufficient AML/CFT measures in place (which also includes any country
identified by the Financial Action Task Force as being a high-risk jurisdiction subject to a call
for action), a customer who is a politically exposed person, a customer who is a company
with a nominee director or shareholder, or a limited partnership/overseas limited
partnership with a nominee general partner etc.

Enhanced CDD requires collection and verification of the same information as standard CDD as well
as, according to the risk level identified, the collection and verification of information relating to the
source of the funds or wealth of the customer.

Enhanced CDD may also include some of the measures below:

- Seeking additional independent and reliable sources to verify information provided by the
customer.

- Taking additional measures to better understand the background, and the financial situation
of the customer (e.g. undertaking open source research, undertaking reference checks with
providers of other professional services (e.g. customer’s lawyer, accountant, obtaining
(where applicable) audited financial statements for the past three years, obtaining and
verifying any former name (such as maiden name), etc.

5 Refer section 18(2) of the Act and regulation 5 of the Anti-Money Laundering and Countering Financing of
Terrorism (Requirements and Compliance) Regulations 2011.

6 Refer section 22 of the AML/CFT Act for a full list of specific situations (in addition to trust customers)
requiring you to conduct an enhanced CDD.
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- Undertaking increased monitoring of the customer’s transactions, and greater scrutiny of
those transactions. An example is setting lower thresholds for transactions connected with

the business relationships.

Enhanced CDD in respect of trusts requires you to undertake the following:
a. Trusts other than charitable trusts and discretionary trusts: Obtain information about the
name and date of birth of each beneficiary of the trust.
b. Charitable trusts: Obtain information about the objectives of the charitable trust.
c. Discretionary trusts and trusts with more than 10 beneficiaries: Obtain descriptions of each
class or type of beneficiary.

In respect of ‘b’ and ‘c’ above, the trust deed may contain the required information. You must obtain
a copy of the trust deed for your records to meet the requirement of enhanced CDD.

If enhanced CDD is needed for a business relationship, "additional enhanced measures" must be
taken if source of funds or wealth information is insufficient.

The Act requires conducting CDD not only on the customer, but also on the beneficial owner(s) of
the customer.

It is important to know who the beneficial owner(s) are so you can make appropriate decisions
about the level of ML/FT risk associated with your customer.

A beneficial owner is a natural person, not a company or organisation. An individual who:
— Has effective control of the customer; or
— Owns more than 25% of the customer, or

— Is a person on whose behalf any transaction is conducted that is a customer of our
customer” and has “ultimate ownership or control of our customer”.

If an individual satisfies any one element, or any combination of the above three elements, then

s/he is the beneficial owner.

Identifying beneficial ownership of a customer is an obligation that MUST be satisfied, regardless of
the level of risk associated with the customer. Once the beneficial owner is identified, the

appropriate level of CDD can be applied.

7 Refer Appendix 2 for the full text of the Beneficial Ownership Guideline.
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Under s23(a) and 24(1)(b) of the Act, reporting entities are required to take reasonable steps,
depending on risk, to verify information on the source of funds or wealth of the customer.

The source is NOT where the money is being transferred from (which, in most situations is likely to
be a bank account). Source and wealth both point to where the funds originated.

The source of funds refers to funds that a customer has acquired in connection with a particular
business relationship, or a particular transaction. These form the basis for requiring a business
relationship between the customer and the reporting entity. For example, a customer may acquire
funds by selling a business and then decide to purchase property which they would like the real
estate agent to provide their services for.

On the other hand, the source of wealth refers to funds that the customer has acquired over a
prolonged period of time and that make up the customer’s entire body of wealth (total funds). When
determining the source of wealth, the emphasis is on obtaining information on the customer’s
activities that indicate how the customer acquired the wealth. For example, the source of the
customer’s wealth may consist of savings accumulated from salary payments over the previous 20
years, or an inheritance.

The information about the source of funds, and the source of wealth, must be obtained when
undertaking enhanced due diligence, both when establishing the business relationship, as well as on
an ongoing basis for the duration of that relationship.

The following table provides examples of information sources to help determine the source of funds.
It should be emphasised that the measures described in the table should be applied according to the
customer risk level. The list is merely illustrative.

Serial  Type of funds Possible information to establish source of funds, or wealth

1 Salary savings e Employer’'s name and address
e Nature of employer’s business
e Payslips

e Bank statements evidencing salary credits into the
customer’s account with the amount reasonably matching
the amount on the pay slips.
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Serial  Type of funds Possible information to establish source of funds, or wealth
2 Sale of securities e Manner of the sale (through a broker, through a financial
adviser, through the bank, etc.)
e Quantity and value of the securities sold

e Contracts evidencing the sale.

3 Sale of property e Sale and purchase agreement for the property sold

e Manner of sale (e.g. private sale, through a real estate
agency, at the auction, etc.)

e How long the seller owned the property.
4 Loan e Loan agreement evidencing the amount of loan, and other
relevant details

e The purpose of the loan (e.g. debt restructuring,
undertaking business expansion, etc.).

5 Inheritance e Amount inherited

e Probated Will evidencing the name of the
testator/testatrix, and the relationship of the person
receiving the inheritance.

6 Business profits e Audited financial statements for the past three years

e Bank statements.
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Example of CDD from an AML/CFT programme

e The agency conducts standard CDD for new customers identified as low risk when
establishing a business relationship with them. In respect of existing customers, the agency
conducts standard CDD only if there has been a material change in the nature or purpose of
the agency relationship, or if the agency holds insufficient information about the existing
customer.

e Examples of material change include (but are not limited to):

- A natural person customer changing their occupation from a salaried job to starting their
own business activity;

- A trust customer changing its trustees;

- Alimited liability customer changing its shareholding;

- A natural person customer going on secondment to a jurisdiction with insufficient ML/FT
controls;

- A natural person customer becoming a ‘Politically exposed person’ (PEP); and

- The customer is wanting to sell/buy within a short period after purchasing or selling.

e The agency conducts simplified CDD when dealing with customers such as government
departments, local authorities, the New Zealand Police, the New Zealand Security Intelligence
Service and certain listed companies. Currently, the agency does not have any customers in

this category.

e  When conducting standard CDD, the practice will gather extra details about the legal
structure of their clients/customers (legal persons and legal arrangements), like proof of their
existence, who owns and controls them, and any rules they follow.

e  When dealing with companies, limited partnerships, partnerships and trusts, the practice will
need more information beyond just their name.

This additional information includes things that evidence that they:

- exist and are legitimate,

- who owns them,

- who controls them, and

- what rules or laws they operate under.

If the customer is a trust, we will obtain, in addition to the above, information relating to the
powers that bind and regulate the trust. This could be the trust deed and any deeds of
appointment or amendment; as well as the information about the settlor(s) and any
protector(s) of the trust. For a natural person, this should include obtaining their names and
dates of birth.

e The agency takes a risk-based approach to obtaining information relating to the customer.

o After completing initial CDD action and after reviewing information gathered, the agency will
consider the money laundering/terrorist financing risk of the company. If this is determined
as low, the practice will ask the client or any person(s) representing the client if any director,
shareholder, or general partner is a ‘nominee’. The response should be recorded by way of file

note. If the agency considers the company or limited partnership to be medium or high risk,
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then the agency will consider developing an attestation form that the person representing the
company or limited partnership sign acknowledging that there are no nominee directors,
shareholders or general partners involved.

e The agency conducts standard CDD if a person seeks to conduct a transaction through us
outside of a business relationship, provided it is not an occasional transaction and there are
grounds to report a suspicious activity.

e The agency subjects a customer to enhanced CDD in the event a suspicious activity is

suspected even if simplified CDD would typically suffice.

e The agency conducts enhanced CDD for customers who are trusts (family trusts or charitable
trusts), NZ non-resident customers from countries having insufficient AML/CFT measures
(which also includes any country identified by the Financial Action Task Force as being a high-
risk jurisdiction subject to a call for action), or customers who could qualify as PEP, or
customers who are companies with a nominee director or shareholder, or a limited
partnership/overseas limited partnership with a nominee general partner.

e The agency has a policy to verify the identity of all new clients. In respect of existing clients,
we ensure we hold, as a minimum, their full name, date of birth and last known address. If
they request a new service or request an ‘unusual’ amount of services such as being involved
in multiple sale and purchases of property or businesses, then we will undertake standard or
enhanced CDD, depending on the risk they impose.

e The client base of the agency comprises 90% ‘Mum and dad’ type clients who are either New
Zealand citizens or New Zealand permanent residents. These clients are very low risk
requiring standard CDD. 10% of the clients are family trust clients requiring enhanced CDD.

e The documents used to conduct the standard CDD are based on the documents prescribed by
the Amended Identity Verification Code of Practice 2013 (IVCOP). A typical requirement is in
Appendix 6.

e The verification is face-to-face, or by copies of documents certified by persons prescribed by
the IVCOP. In respect of family trust clients we also ask for a copy of the trust deed together
with any amendments and supplements.

e Inrespect of the family trust clients, the Settlors are ‘Mum and Dad’. The trustees are ‘Mum
and Dad’ and a professional trustee. The professional trustee is a NZ-based accountant or a
solicitor (member of the CAANZ or the Law Society). The trust assets mostly comprise of an
investment portfolio and/or a family home. The Settlors (who are also the Protectors having
the power to ‘hire and fire’ trustees) are the beneficial owners.

o With family trusts, we ask for information about the source of funds. This could be the
following:

e [fthe funds are from the sale of property, then a certified copy of sale and purchase
agreement evidencing date of settlement, and price.
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If the funds are from the sale of investments, then a certified copy of the statement from the
investment company (with whom the investment was held).

We also ask for and retain a copy of the trust deed on the client’s file.

The agency requires staff to undertake training to understand the meaning of ‘beneficial
owner’ of a customer. The training is provided online by Strategi Institute through the Radar
platform. Staff undertake the relevant CPD module, designed by Strategi Institute, and their
knowledge is tested via an online test.

Irrespective of the type of CDD undertaken, we subject all customers to a PEP check, using the
electronic PEP checking tool MemberCheck. If a customer is a PEP then we will obtain senior
management approval to commence the business relationship.

It is our policy not to enter into a business relationship with customers who are not able to
provide satisfactory customer due diligence information (including information about the
source of funds).

The agency considers the following extra measures if standard enhanced CDD rules of
establishing source of wealth and/or source of funds are not enough to adequately reduce
the risk of money laundering and financing terrorism.

In addition, when conducting enhanced CDD, the agency must be able to know when it is
necessary to obtain and verify customer information regarding the source of funds or the
source of wealth, and both the source of funds and the source of wealth.

Where we have an existing business relationship, we would terminate that relationship if the
customer fails to provide relevant customer due diligence information, requested as part of
our ongoing due diligence. The business relationship will be terminated if the customer fails
to provide us with the requested due diligence information within 20 working days of the
request made. When we terminate a business relationship, any funds or other assets received
will be returned to the customer even if the funds were received from a third party, unless the
customer directs the funds to be paid to the source. During that period we will monitor the
customer’s transactions and file a suspicious activity report if the situation warrants.

We will not on-board customers from FATF defined high-risk, and non-cooperative
jurisdictions.

A customer intent on acquiring your services to facilitate ML/FT may present themselves as a

legitimate client. S/he may engage you in relation to a corrupt transaction well into the business

relationship, after having won your trust by satisfying your CDD measures and by dealing with you

over a period of time. In this scenario, CDD alone would not prevent abuse of your professional

standing. Ongoing monitoring is, therefore, a logical inclusion in the efforts to combat ML/FT.
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Therefore, the Act places an obligation on real estate agencies to monitor the transactions carried
out by (and on behalf of) customers throughout the duration of the business relationship. The aim of
this is to enable the agency to remain aware of the scale and nature of the customer’s business
affairs and to enable the agent to become aware of transactions which are so unusual, in size or
nature, that they might give a reason to suspect ML/FT. Ongoing monitoring may also help to ensure
that CDD data is kept up to date.

Ongoing CDD requires you to regularly review information about the business relationship you have
with your customers. Account monitoring involves reviewing account activity and transaction
behaviour. You can do this using a manual or electronic system to review the transactions that occur
and to detect patterns or unusual transactions. Your account monitoring requirements will be
determined by the factors considered in your risk assessment. For some reporting entities a manual
system will not be adequate. For example, if you process a large number of transactions or have a
large customer base, a manual system may not allow you to adequately monitor transactions.
However, for a small real estate agency, a good client relationship management system (CRM) that
will record client details and enable filtering of clients will be sufficient. In most instances, staff
training and knowledge of what to look for, plus a general sense of ML/FT awareness should be
sufficient to detect a change in behaviour of certain clients.

The ongoing CDD and account monitoring you conduct must allow you to identify any
inconsistencies between what you know about your customer, and the transactions they undertake.
To do this you must consider what you know about the customer’s use of your products and services
as well as the risk rating for the customer type according to your AML/CFT risk assessment. You must
also consider the type of CDD undertaken when the business relationship was established and your
current assessment of the level of risk involved. This will allow you to identify grounds for suspicious
transaction reporting.

Depending on risk levels, entities must update and verify customer information during regular
reviews, considering the adequacy of information and when CDD was last conducted.

Regular reviews of information about designated non-financial business or profession activities are
also necessary.

Example of Ongoing CDD described in an AML/CFT programme

o We undertake ongoing CDD following a risk-based approach, or on a risk-sensitive basis. That
approach is based on establishing ‘normal’ expected activity for each of our customers at the
time of customer onboarding. These expected activity profiles are used to compare actual
activities.
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e The expected activity profiles are based on customer types (i.e. natural persons, trusts,
limited liability companies), geography (i.e. NZ-based, out of NZ-based in jurisdictions with
robust AML/CFT measures, out of NZ-based in jurisdictions with insufficient ML/FT measures
(including any country identified by the Financial Action Task Force as being a high-risk
jurisdiction subject to a call for action), etc.), and nature of business/occupation (i.e. salaried,
cash intensive businesses, unemployed, etc.).

e In the event customers’ activities, through our agency, are found to be in variance with their
expected profile (created in the manner described above), then we engage with those
customers to update the CDD information held on our records.

e Depending on risk levels, the practice updates and verifies customer information during
regular reviews, considering the adequacy of information and when CDD was last conducted.
The practice also conducts regular reviews of information about designated non-financial
business or profession activities if necessary.

e The frequency of review would be determined by the risk rating of the client as mentioned
above, the extent of due diligence undertaken when the client was onboarded and what sort

of changes have occurred in the practice or in the type of transactions undertaken with us.

e Ongoing CDD is also undertaken as appropriate opportunities arise such as:
- when a previously inactive engagement recommences;
- whenever there is a change of control and/or ownership of the customer, such as change
of trustees, change of directors or senior managers in a business, and major shareholder

change or whenever there is business sale, merger, etc.;

- when the business is introducing new products or services which increase the risk of
ML/TF; and

- where any cause for concern, or suspicion, has arisen (in such cases, care is taken to avoid
making any disclosure which could constitute tipping off).

e The transactions undertaken by clients are of the type that can be monitored manually.

The Act permits you, in certain circumstances, to rely on CDD conducted on your behalf by another
person who is:

e Your agent; or
e Areporting entity that consents to do so; or

e Aresidentina country:
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— with sufficient AML/CFT systems and measures in place; and
— supervised or regulated for AML/CFT purposes, and

— who consents to do so.

A person or reporting entity (that is not your agent) that you rely on, must have a business
relationship with the customer concerned. They must have conducted CDD to at least the standard
required by the Act and provided you with relevant identity and verification information. Where CDD
is conducted on your behalf by a member of your designated business group, or a person that is not
your agent, the relevant verification information must be provided to you as soon as practicable, but
no later than five working days after the relationship is established or the occasional transaction is
conducted. If a reporting entity is a member of a designated business group and is relying on an
overseas member for CDD, it must ensure that the overseas member meets comparable standards
to the AML/CFT Act or consider the risk level of the relevant country appropriately.

If your agency relies on CDD conducted on your behalf by another person, then s 57(k) of the Act
requires your AML/CFT programme to set out:

- policies, procedures and controls for circumstances under which you rely on CDD
conducted on your behalf, and

- the procedures which will be followed by the person conducting CDD on your behalf.

Your policies, procedures and controls will have to be adequate and effective to detect and deter the
ML/FT risks that your risk assessment has identified. For example, you could set out how a person
resident in another country will conduct CDD on a trust in that country before you enter into a
business relationship with the trust.

You are responsible for the adequacy of the CDD conducted on your behalf. This means it is
desirable for you to communicate your relevant policies, procedures, controls and CDD
requirements clearly to the third party. It is also desirable for you to check periodically whether the
third party is carrying out CDD to the required standard.

In the case of a typical small real estate agency, the CDD will be carried out by the staff within the
agency at the time of engagement so there is no requirement to rely upon third party CDD.
However, there could be instances such as:

- A customer is overseas or incapacitated and there is a Power of Attorney who has signing
rights.

- The agency has offices around New Zealand and agents (usually contractors or franchisees)
are meeting new clients and undertaking CDD on your behalf.

- A new client who is a New Zealand citizen and resident but is temporarily working overseas
and now wishes to avail your services (e.g. buy or sell property).
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Example of Third Party CDD as described in an AML/CFT programme

There are limited circumstances when we may rely on third parties conducting CDD on our behalf.
This may happen when customers are referred to us by other real estate agents, accounting
practices, or law firms, for providing real estate services.

Policy

e |t s our policy to put in place a written agreement with the third party setting out what we
expect from them and what we must obtain from them as part of CDD prior to undertaking
the work for the customers.

Procedure

e Anagreement is put in place with any third party (or parties) we decide to rely on for the
purpose of fulfilling our CDD obligations.

e The AML/CFT compliance officer checks the identification documents obtained and verified
on our behalf.

e |n the case of any discrepancies (e.qg. if the attestation wording is incorrect, or the attestation
does not indicate the date the document is verified by the agent) the AML/CFT compliance
officer will notify the third party and obtain another set of correctly verified or certified
documents before providing services to the customer.

e Records of the CDD documentation (including communication with the third party (or
parties)) is held on customer files.

Control

e The AML/CFT compliance officer, when undertaking a review of our compliance with the
AML/CFT programme, checks customer records where we relied on third parties for
undertaking CDD on our behalf.

e The AML/CFT compliance officer obtains and keeps on file, information about the type of
AML training provided (and how it was provided) to the relevant persons of the third party to
ensure those persons are fully familiar with the requirements of the Act as they relate to
obtaining the customer identity and verifying that identity.

e The agreement with the third party (or parties) contains provisions describing when we may
terminate the agreement (e.g. for unsatisfactory performance when undertaking CDD on our
behalf).

Note: If the agency does not rely on CDD conducted on its behalf by another person, then the
AML/CFT programme can state this in the section relating to CDD.
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A reporting entity choosing to rely on the IVCOP, for identity verification of customers (that are
natural persons) assessed by the reporting entity to be high risk, must have appropriate exception
handling procedures in place.

The IVCOP prescribes different types of documents a reporting entity may use to undertake
verification of customers’ identity. However, there will always be some customers (for example the
very young, or the very old) who don’t have the required identification documents. The exception
handling policy, procedures, and controls enable a reporting entity to deal with such circumstances.

It is important to remember exceptions are just that — they should not turn into normal business
practice. As an example, exception handling should only be used where the person genuinely does
not hold the identification documents, not where they have just left them at home.

Example of Exception Handling section from an AML/CFT programme

An exception occurs when an existing customer, or a potential new customer, is unable to provide
the identity verification documents prescribed by the IVCOP.
Policy

Customers not in a position to provide identity documents, prescribed by the IVCOP will only be on-
boarded on a case- by- case basis and with the approval of the AML/CFT compliance officer.

Procedure

e The AML/CFT compliance officer has prescribed alternative documents for identity
verification purposes when a customer cannot supply identity documents as prescribed by the
IVCOP. The alternative documents are:

a. For persons under 18 years of age, a birth certificate or a student identity card.

b. For persons over 18 years of age, who are unable to produce a primary photographic
identification, the acceptable document is the passport-size photograph of the customer
along with an Identifier Statement of the person who has known the customer for a
minimum period of 12 months before the date of on-boarding. In addition, the identity of
the Identifier should be verified using the documents prescribed by the IVCOP.

e Staff undertaking identity verification by such means, must record the reasons for making the
exception, and retain the record on the customer’s file.

e |n the event the customer is unable to supply the documents described in a (i), or (ii), then the
customer must not be on-boarded, and the AML/CFT compliance officer must be informed.

Control

e At the end of each month the AML/CFT compliance officer undertakes a review of files of new
customers to ascertain if any customer was on-boarded by making an exception to our
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standard procedure of only obtaining identification documents prescribed by the IVCOP. This
check reveals if the exception handling procedure was correctly followed at the time of
onboarding.

e [fthe above check reveals the exception handling procedure was not correctly followed, then
additional training is provided by the AML/CFT compliance officer to the relevant staff
member.

Your AML/CFT programme must contain policies, procedures, and controls to examine and keep
written findings on any activity that is likely by its nature to be related to ML/FT. You must also
examine and keep written findings on any complex or unusually large transactions, and unusual
patterns of transactions with no obvious economic or lawful purpose.

Your policies, procedures, and controls must also set out how you will monitor, examine, and keep
written findings relating to relationships and transactions with countries that do not have, or have
insufficient, AML/CFT systems in place. Your AML/CFT programme must include additional measures
that restrict any dealings with these countries.

It is unlikely a small- to medium-sized real estate agency offering simple services such as the buying
and selling of residential family homes to ‘Mum and Dad’ type clients, will be involved in activities
related to ML/FT.

Example of Written Findings section from an AML/CFT programme

The agency is aware of the requirement to keep written findings of any activity that is likely to be
related to ML/FT. This awareness is maintained via the training programme undertaken by all staff
annually. It would be rare to have complex or unusually large transactions or transactions that
have no obvious economic benefit as the agency does not deal with clients intending to undertake
transactions of this type.

Policy

o We keep written findings relating to complex or unusually large transactions, or unusual
patterns of transactions that have no obvious economic benefit, or any other activity we
regard as being particularly likely by its nature to be related to ML/FT.

Procedure

e As the first step, we provide in-depth training to staff to ensure they can identify complex or
unusually large transactions, or transactions having no obvious economic purpose. The
training is provided by using examples of red flags described in publications such as the FIU
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quarterly typology reports. The training is undertaken via the online education platform
Radar (we subscribe to), provided by the Strategi Institute.

o [f a staff member identifies clients intending, or enquiring about using our services, to
undertake transactions we do not undertake in the normal course of conducting our business,
then they will discuss the matter with the AML/CFT compliance officer or a partner. The
discussions may trigger the requirement to file a suspicious activity report and that decision
will rest with the AML/CFT compliance officer.

o We maintain a register that records transactions of the type described above, whether or not
such transactions are actually undertaken.

Control

e The AML/CFT compliance officer reviews the register recording the transactions of the type
described above when reviewing the compliance of the agency with its AML/CFT programme.
A report of the review findings is provided to senior management of the agency.

Under s40 of the Act, if a person conducts, or seeks to conduct, a transaction through your agency
and you have reasonable grounds to suspect the activity, or proposed activity, is or may be involved
in criminal activity, you must make a suspicious activity report (SAR) to the FIU. This must be
reported as soon as practical, but no later than three working days after forming a suspicion.

An activity does not have to be completed before you can notify the FIU. You can submit SARs to the
FIU about proposed activities as well. For example, if you turn a client away because you are not
comfortable with the explanation they give you about the source of their funds, you should still
submit a SAR with the information you have collected.

Your AML/CFT programme must contain policies, procedures, and controls for reporting suspicious
activities to the FIU (including, if applicable, filing suspicious property reports (SPRs) under the
Terrorism Suppression Act 2002).

goAML Web is the method prescribed by the FIU to file SARs. You must first register on the goAML
Web in order to file SARs. Appendix 12 provides guidance on how to register a reporting entity on
goAML Web.

4.15.1 Identifying suspicious activity
Identifying a suspicious activity may be largely based on your ‘gut feeling’. Generally, a suspicious

activity may often be one which is inconsistent with a client’s known legitimate business or personal
activities, or with the normal business of a client of that type. Therefore, the key to recognition is
finding out enough about the client’s business (or personal situation) with a view to be able to
identify that a transaction, or a series of transactions is unusual. However, it is important to bear in
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mind that an activity which appears unusual is not necessarily suspicious. In the first instance, an
unusual activity will likely form the basis for further investigation, which in turn may require a
judgement as to whether the activity is actually suspicious.

Suspicion falls short of proof based on well-founded evidence, but it should still be based on some
foundation. A vague feeling of unease will not suffice.

A particular sector (e.g. real estate), or business, may be subject to a greater degree of inherent risk
of ML/FT. However, an assessment that there is a higher than normal risk of ML/FT is not alone a
sufficient basis for suspecting ML/FT.

The test for whether a person holds a suspicion is an objective one. If someone thinks a transaction
is suspicious, they are not expected to know the exact nature of the criminal offence, or that
particular funds were definitely from that crime. They may have noticed something unusual or
unexpected and, after making enquiries, the facts do not seem normal or make commercial sense.
There does not have to be evidence that money laundering is taking place for there to be a
suspicion.

Real estate agents should exercise a healthy level of professional scepticism and make reasonable
enquiries if they come across information which could form the basis of a suspicion.

4.15.2 Red flags or indicators of suspicion

In the real estate context, some red flags or indicators of suspicion could be a customer who:

e Provides conflicting information to different staff members within the agency or conflicting
information to the same staff member.

e Invests in property at significantly higher or lower prices than market value.
o Islooking to re-sell property shortly after purchase for less than the price it was purchased for.
e Islocated a significant and unexplained distance from the real estate agent.

e Appears to be secretive and unwilling to provide information about source of funds, or source
of wealth, proof of identity, etc.

e Requests documentation standards be waived.

e Provides identification documents that are expired.

e Attempts to threaten or bribe staff (or the salesperson) in order to circumvent identification.
e Provides disconnected telephone number(s) or refuses to provide a contact number.

e Requests proceeds from the sale of the property be sent to a high AML/CFT risk jurisdiction
not normally associated with the jurisdiction(s) the client resides in.

e Has an account for which several persons have signature authority, and where these persons

appear to have no relation to each other.
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e |s not concerned about the level of fees.

e Deposits funds into your trust account but ends the transaction for no satisfactory reason
within a very short period of making that deposit.

e |sinvolved in a cash-extensive business.

Example of Suspicious Activity Reporting section from an AML/CFT programme
Policy:

e The agency will report all suspicious activities to the FIU. The policy for reporting is based on
a ‘gut feel’ during client interactions. The agency believes, ‘if something seems not right, then
it probably isn’t’.

o All staff are required to alert, in person, or in an email, the AML/CFT compliance officer of any
incident prompting suspicion. The AML/CFT compliance officer has the authority to authorise
and forward the suspicious activity report (SAR) prepared in consultation with the staff
involved. In the absence of the AML/CFT compliance officer, staff must report to one of the
managers in the agency.

e |n addition, the agency follows a strict ‘No tipping off policy’ with respect to reporting
suspicious activities.

e The agency is aware of its obligations to submit suspicious property reports under the
Terrorism Suppression Act 2002. However, it is our policy not to assume a role giving us
control of clients’ property (i.e. real or personal property of any description, whether situated
in New Zealand or elsewhere and whether tangible or intangible, including any interest in the
tangible or intangible property). For this reason we do not consider it necessary to implement
detailed procedures and controls relating to submission of suspicious property reports.

Procedure:

e The relevant staff member alerts the AML/CFT compliance officer about the suspicious nature
of the activity. The following information should be provided to the AML/CFT compliance

officer:

Date and description of unusual activity/transaction.

Date noted.

Date and description of initial research and/or EDD measures (if relevant).
- Explanation of why SAR should or should not be submitted.

e The AML/CFT compliance officer and the staff member discuss the circumstances surrounding

the suspicion.

e [f appropriate, the relevant staff member provides ALL the supporting evidence to the
AML/CFT compliance officer.
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e On the basis of the above the AML/CFT compliance officer will make the final decision about
submitting the SAR to the FIU.

e The AML/CFT compliance officer files the SAR using the goAML Web reporting tool. The SAR is
filed as soon as practicable but no later than 3 working days after forming the suspicion.

e The AML/CFT compliance officer will maintain a record of the date the SAR is submitted, and
the feedback, if any, from the FIU (e.g. date the SAR was rejected by the FIU and the reasons
provided thereof). If the SAR was re-submitted, then the AML/CFT compliance officer will
maintain a record of the date it was re-submitted. Any follow-up actions taken following the
submission of the SAR will also be recorded by the AML/CFT compliance officer

e [fthe urgency of the situation warrants, then the AML/CFT compliance officer may orally file
the SAR, with the NZ Police, within the prescribed three-day limit. However, the oral
submission will be followed by filing the SAR using the goAML web tool (and this filing is also
required to be done within the three-day prescribed limit after forming a suspicion). Examples
of urgent situations could be if the client is already a part of ML/FT investigation, or the client
is permanently leaving New Zealand.

e The AML/CFT compliance officer keeps the senior management informed of filing the SAR.

e Al SAR records and records in relation to filing those SARs will be held for five years (or a
longer period if specified by the DIA).

Control

e The agency has training in place for all staff to identify suspicious activities relevant to our
situation. The training is undertaken through Strategi Institute. New staff are provided with
this training within ten days of induction and before they commence active duties involving
AML/CFT obligations. On-going refresher training is also provided to all staff (in roles
involving AML/CFT duties). Completion of this training is taken into account when
undertaking annual appraisals.

e The AML/CFT compliance officer reports to the senior management the number of SARs filed,
including reporting NIL if no SARs are filed in any given year.

e The agency holds all the relevant records relating to the filing of SARs separate to the records
holding client files. These records are held by the AML/CFT compliance officer. Access to these
records is only given to the AML/CFT compliance officer, and one designated member of the
senior management of the agency.

4.15.3 Monitoring suspicious activity

Suspicious activity reporting is an important tool for reporting entities to help the FIU in its efforts to
combat ML/FT.

The AML/CFT supervisors have expressed concern about the continued low-level of suspicious
transaction reports (called suspicious activity reports from 1 July 2018). Some of the reasons they
have identified for this include:
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a. Lack of targeted training of staff, and senior management (e.g. red flags training for client
facing front line staff);

b. Inadequate monitoring of clients’ activities/transactions;

c. Lack of arobust internal referral process for potentially suspicious activities (e.g.
whistleblowing policies?);

d. Poor documentation, or lack thereof to record and escalate suspicious activities, and

e. Lack of interest from senior management whose sole focus is on growing the client base.

4.15.4 Tipping off
Tipping off is letting the client know they are (or may be) a subject of suspicion of ML/FT activities.

Tipping off could occur at the stage of initial contact with the client, during the processing of
transactions or obtaining information when investigations are being conducted on a suspicion or
even after reporting to the FIU.

All members of staff (including senior management) must be made fully aware of their personal
obligations under tipping-off legislation. They need to know what to say to a client and what to do to
avoid alerting the client to the concerns of the reporting entity relating to the potential or actual
ML/FT activities of the client.

Section 46(2) of the Act prohibits tipping off. It states a reporting entity must not disclose to ANY
person, information about the SAR, or information identifying the person preparing or filing the SAR
(in their capacity as the employee of the reporting entity). However, the following persons are
excluded:
i. a Police employee who is authorised by the Commissioner to receive the information; or
ii. the reporting entity’s AML/CFT supervisor; or
iii. an officer or employee of the reporting entity, for any purpose connected with the
performance of that person’s duties; or
iv. alawyer, for the purpose of obtaining legal advice or representation in relation to the matter,
or
v. another member of a designated business group of which the reporting entity is a member, to
the extent necessary for the reporting entity to decide whether to make a suspicious activity
report.

A breach of s 42 of the Act (i.e. making unlawful disclosure of SARs for the purpose of obtaining a
pecuniary benefit or prejudicing any ML/FT investigation) is a serious offence (under s 94 of the Act).
Under s 100 of the Act, the reporting entity or the person committing the offence is liable to a fine
of up to $5 million (for an entity), and up to $300,000 or imprisonment of up to two years or both
(for individuals).

8 https://www.publicservice.govt.nz/resources/protected-disclosures-act-2022/
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In view of the serious consequences of tipping off, the agency’s internal procedures should clearly
set out what is expected of individuals who form suspicions or obtain knowledge of possible money

laundering.

The internal procedures should specify in what form staff may report their suspicion and to whom.
The reports can take any form specified by the agency in internal procedures, e.g. emails, in writing,
supplemented by copies of third-party documents and working papers but the agency should ensure
that, whatever forms the reporting takes, relevant personnel are aware of the procedures to be

used.

Consideration should be given to how to minimise the number of copies of reporting information
held within an agency. The agency may wish to consider whether it is advisable to specify telephone
or face to face contact with the AML/CFT compliance officer as the preferred initial reporting
method, with the reporting records being created by the AML/CFT compliance officer,
supplemented as necessary with copy information from client files.

It is recommended that all details of internal reports are held by the AML/CFT compliance officer and
excluded from client files. The duty to report is a matter which does not fall within the delivery of
professional services to clients and accordingly reporting details are not required to be placed on
client files. Exclusion of information from client files assists in avoiding inadvertent or inappropriate
disclosure of information and provides some protection against the threat of tipping off. Client files
should retain only that information relevant to, and required for, the professional work being

undertaken.

All relevant staff should receive training in line with their responsibilities and activities. Real estate
agencies should consider, and provide, training to support staff in relation to tipping off and
confidentiality, so that they know not to repeat sensitive information outside work or at
inappropriate times. If their roles bring them into contact with clients, clients’ funds, clients’
accounts, or identification procedures, they should be aware of what constitutes tipping off and the
consequences for them and the agency for inadvertent tipping off. Staff and senior management’s
awareness of the law can be restricted to practical application of how to avoid tipping off, and the
agency’s relevant policies and procedures. They are neither expected to, nor required to become
experts in the law.

Example of a ‘tipping off’ scenario

An over-enthusiastic newly-licensed real estate agent, believing that she has spotted money
laundering when negotiating a sale and purchase agreement for a prospective buyer, is
overheard by the prospective buyer telling her branch manager about her suspicions. The real
estate agent has therefore inadvertently tipped off the client.
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Commissioner’s orders and Production orders

If a reporting entity is subject to a Commissioner’s order, or production order to provide information
to the Police, relevant to an intelligence gathering enquiry, they will be temporarily exempt from
certain obligations under the AML/CFT Act. This is to avoid compromising Police investigations and
tipping off the person who is subject to the inquiry.

Under the temporary exemption (for a period of 30 days) the reporting entity is not required to
conduct enhanced CDD, ongoing CDD, and account monitoring on a person subject to the inquiry,
and is exempt from the prohibition on doing business with a person on whom CDD cannot be
conducted. The exemption only applies for 30 days, unless otherwise notified by the Police.

This exemption is found in Regulation 24AC, Anti-Money Laundering and Countering Financing of
Terrorism (Exemptions) Regulations 2011.

A “wire transfer” is a transaction carried out on behalf of a person (the originator) through a
reporting entity by electronic means with a view to making an amount of money available to a
beneficiary (who may also be the originator) at another reporting entity.

Given that wire transfers present a high risk of money laundering, the Act prescribes additional CDD
procedures for wire transfers. These additional CDD provisions are dependent on whether the
reporting entity is an Ordering or Beneficiary Institution in relation to each transaction it is involved
in (as defined above).

When sending a wire transfer over NZ$1,000 on behalf of a client, the RE (as the Ordering
Institution) must undertake CDD as required under this section on the client requesting the wire
transfer (being the originator of the wire transfer).

As part of complying with wire transfer requirements, the RE should obtain the following
information:
a. the originator's full name; and

b. the originator's account number or other identifying information that may be prescribed and
allows the transaction to be traced back to the originator; and
c. one of the following:
i. the originator's address;

ii. the originator's national identity number;

iii. the originator's customer identification number; or

iv. the originator's place and date of birth.
d. information that gives the name of the beneficiary and the account number of the beneficiary

or any unique transaction references that allows the transaction to be traced.
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If the wire transfer is a domestic wire transfer, the RE may identify the originator by obtaining the
originator's account number or other identifying information that may be prescribed and allows the
transaction to be traced back to the originator.

According to the level of risk involved, the RE must verify the originator's identity (and any other
information (if applicable), for example, source of wealth for a trust or a PEP). The documents which
can be used for verification are the same as for standard CDD (or Enhanced CDD). Verification of the
originator's identity must be carried out BEFORE the wire transfer is ordered.
Where the RE acts as a beneficiary institution in respect of a wire transfer, it must —

a. use effective risk-based procedures for handling wire transfers that are not accompanied by

all the information specified above; and
b. consider whether the wire transfer constitutes a suspicious activity.

When making international wire transfers of less than $1,000, as an ordering institution, the RE must
include specified identification information about the originator and beneficiary.
Regulation 15A (Requirements and Compliance) requires the RE in addition to the above
information, to ensure the following information accompanies each wire transfer:

a. The originator’s full name;

b. The originator’s customer/account number or other identifying information that may be
prescribed and allows the transaction to be traced back to the originator;
c. the name of the beneficiary; and

d. the beneficiary’s account number or the beneficiary’s unique transaction reference number.

Verification is only necessary if there are grounds to report suspicious activity.

Under s 48A of the Act, if a person conducts a prescribed transaction through your agency, then you
have an obligation to report that transaction to the FIU.

A prescribed transaction (as defined in s 5(1) of the Act) is a transaction conducted, through the
reporting entity, that is:

— Aninternational wire transfer valued at NZ$1,000 or more; or

— A domestic physical cash transaction i.e. a transaction taking place in New Zealand
involving physical currency — cash and bearer negotiable instruments (examples include
traveller’s cheques, promissory note, bearer cheque, money order, etc. These are
instruments that do not carry the name of the payee) that are exchanged for physical (NZ)
currency) valued at NZ$10,000 or more.

These transactions, operationally, are referred to as international fund transfers (IFTs) and large cash
transactions (LCTs), respectively.
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Prescribed transactions reports (PTRs) need to be reported as soon as practicable but within 10

working days from the date the transaction took place. PTRs can be submitted manually, one-by-

one, via the goAML Web reporting tool. PTRs can also be submitted by undertaking automated

reporting available through the FIU xml schema.

Failure to comply with PTR obligations may attract pecuniary penalties. The maximum amount of a

pecuniary penalty is $200,000 for individuals, and $2 million for an entity.

Tip

It is a minimum requirement under s 57(da) of the Act to include, in the AML/CFT programme,

policies, procedures, and controls your agency has in place for reporting prescribed transactions.

Even if prescribed transactions are not undertaken through your agency, you should, as best

practice, include a section headed up Prescribed Transactions Reporting and briefly explain why

you are not required to describe the policy, procedure, and control relating to submission of PTRs.

If you do not reference the requirement to report prescribed transactions in your AML/CFT

programme (even if they are not undertaken through your agency) the DIA may believe you are

not aware of the obligation under the Act to report prescribed transactions.

Example of Reporting Prescribed Transactions, from an AML/CFT programme

Policy

The agency has a policy to report all prescribed transactions, using the goAML Web tool to
the FIU of the NZ Police.

Procedure

The prescribed transactions report is filed by the AML/CFT compliance officer, or in their
absence by an appropriate staff member trained in filing PTRs.

At the time of client on-boarding we obtain information from the client, about the possibility
of them undertaking transactions that would meet the definition of a prescribed transaction.
This provides us with information about the possible value, and volume, of prescribed
transactions that may be undertaken by clients.

Each time a transaction that meets the definition of a prescribed transaction is undertaken,
that transaction is suitably identified in the ledger maintained for each client.

A weekly review of clients’ ledgers is undertaken by the AML/CFT compliance officer to
compile the prescribed transactions that have been undertaken by clients.

The AML/CFT compliance officer, on the basis of the above review of prescribed transactions,
will manually enter into the goAML Web online form, the information about each prescribed

transaction.

Control
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e The AML/CFT compliance officer has undertaken appropriate training relating to the use of
goAML web-based tool for reporting prescribed transactions.

e The AML/CFT compliance officer undertakes a weekly check of client ledgers to note and
compile the prescribed transactions identified by the staff. These weekly checks act as a
trigger for the AML/CFT compliance officer to submit a PTR.

e The report is submitted within 10 working days from the date the transaction is undertaken.

e The AML/CFT compliance officer, on submission of the PTR, appropriately notes this in the
client’s records.

e Fach month a report is generated through the client transaction recording system that
describes any prescribed transactions undertaken by clients. This report is reconciled with the
record maintained by the AML/CFT compliance officer relating to filing of PTRs.

e The AML/CFT compliance officer provides a report to the senior management in respect of
PTRs submitted to the FIU.

e Inthe absence of the AML/CFT compliance officer, an appropriately trained person within the
agency will undertake submission of PTRs as required.

A small- to medium-sized real estate agency may not have clients who undertake prescribed
transactions. Sample wording, in that instance, for this section of an AML/CFT programme is below:

Example of wording if agency has no clients undertaking prescribed transactions

e Our agency does not undertake international wire transfers valued at NZ51,000 or more, or
domestic physical cash transaction valued at NZ510,000 or more. Before we provide a
service, we always meet with clients in a face-to-face setting and obtain information about
the nature and type of transactions they intend to undertake through our agency.

e |t s our policy not to engage with clients intending to undertake transactions of the above
type.

o We, therefore, do not consider it necessary to put in place procedures and controls to deal
with prescribed transaction reporting.

Your AML/CFT programme must include adequate and effective policies, procedures and controls for
the record keeping requirements (described in sections 49 to 54 of the Act). Records must be kept
for a minimum of five years after a transaction or wire transfer has been completed, or a business
relationship has ended. This includes records:
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- necessary to enable transactions to be readily reconstructed;

- necessary to enable the nature of the evidence for identification and verification to be
obtained;

- relevant to the establishment, or nature and purpose, of a business relationship;
- relating to risk assessments, AML/CFT programmes, and audits;
- relating to copies of suspicious activity reports filed (if any), and written findings, and

- relating to staff vetting, and AML/CFT training undertaken.

Your record keeping policy and procedures should describe how you manage the retention of your
records, e.g. how and where your records will be stored, and whether there is a formal retention
and disposal schedule.

If your records are not in English, then your AML/CFT programme will have to set out how the
records can be easily accessed and readily converted into English.

Tip
Records related to reports of suspicious activity, records of internal reports describing the
circumstances leading to forming a suspicion, the real estate agency’s consideration of same, any

subsequent reporting decision, etc., are all vital records. They may form the basis of a defence to
accusations of money laundering and related offences.

Records of these types are NOT likely to form part of the working papers relating to client
assignments. Such records should be stored separately and securely as a safeguard against tipping
off and inadvertent disclosure to someone, in the agency, making routine use of client working
papers (and where the existence or otherwise of an internal report or external report is not
relevant to the purpose for which they are examining the client files.)

Example of Record Keeping section from an AML/CFT programme

Policy

e |t s our policy to retain records of specific information (described below) for a minimum
period of five years from the date of completion of a transaction, or from the end of a
business relationship, or (where applicable) from the date a suspicious activity report is filed.

e [n addition, it is our policy to hold the record of any suspicious activity report, or
investigation, separately from the main client file. This is a safeguard against an unwarranted
or accidental disclosure which could result in prejudicing an investigation or committing the

‘tipping-off’ offence.
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e Specific information referred to above includes (but is not limited to):

a

b.

. Customer due diligence records comprised of:
i. client identification information;
ii. copies of original documentation used for identity verification;
iii. copies of certified documents used for identity verification;
iv. copies of records relating to PEP checks undertaken;
v. information on the ownership and control structure of the client business;
vi. identification and verification information on any beneficial owners if applicable;
vii. information and records on the purpose and nature of the relationship;
viii. information relating to source of funds, and source of wealth, and
ix. records of having conducted ongoing monitoring of the relationship and client activity.
Records of terms of engagement with clients, records of transactions, account statements
provided to clients, etc.
Records of suspicious activity reports filed (if any), including records of the
actions/decisions taken arising from the analysis of a report (on that subject) which may
be received from a staff member.

. Records of prescribed transaction reports submitted (if any).

Records of all decisions and reasons for how the report from the staff member was
responded to, or how the decision to report or not to report externally to the FIU was
reached.

Records of risk assessments, AML/CFT programmes, AML/CFT audit reports, and Annual

AML/CFT reports.

. Records of AML/CFT training provided, and received, including the recording of
attendance lists at training sessions; staff declarations of awareness of the Act, the
regulations, and the Amended Identity Verification Code of Practice; records of training
for new staff to show they are aware of the agency’s AML/CFT policy; and records of any
on-the-job training provided.

. Records of dealings with countries with insufficient AML/CFT measures including any

country identified by the Financial Action Task Force as being a high-risk jurisdiction
subject to a call for action.

Records of activities, and client behaviour patterns that may be associated with ML/FT.
Records will be kept as original documents, or photocopies, or scans of original

documents, and electronically.

Procedure

o We use MyDesktop and SharePoint as our electronic record keeping system. MyDesktop is

our email tool. Client communication is held electronically in respective client folders.

e In

addition, we maintain a hard copy client file that holds information relating to client

identity and verification, copies of cheques issued by clients to product providers, client
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information booklet etc. (We are in the process of scanning all hard copies so they can be
held electronically against the client’s record in Microsoft Outlook).

e SharePoint is used to hold copies of our risk assessment, AML/CFT programme, audits, and
annual AML/CFT reports.

e All electronic systems are backed up nightly and backed-up material is stored off-site in a
secure location. All backup systems are fully encrypted.

Control

e We have a retention and disposal schedule to readily identify records to be retained or
destroyed.

e The AML/CFT compliance officer checks, each year, the record keeping procedures described
above are adhered to.

Your AML/CFT programme must explain how you will prevent the use, for ML/FT, of products and
transactions that might favour anonymity.

Enhanced CDD on its own may not be sufficient to prevent ML/FT through products and transactions
that favour anonymity, for example, products that permit online transactions. This is because
without effective account monitoring, it can be difficult to ensure that the account holder does not
permit another person to operate the account.

If you offer products or services that favour anonymity, your AML/CFT programme must have
adequate and effective policies, procedures, and controls to detect, and deter, the use of such
products and services to launder money or finance terrorism. These may allow for monitoring the
client’s transactions to detect anomalies in your knowledge of the client’s business and the
transactions that are being conducted through the account. For example, this may include checking
the physical address provided by the client against the location/s from where the client logs on.

A small- to medium-sized real estate agency offering simple services such as buying and selling
residential family homes and small businesses to ‘Mum and Dad’ type clients, is unlikely to offer

transactions that favour anonymity.

Example of wording if agency does not offer products or services that favour anonymity
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e My agency does not offer products or services that favour anonymity. We take no part in any
arrangement a client may have outside of their business relationship with us where they may
engage in transactions favouring anonymity.

e Before we provide a service, we always meet with clients in a face-to-face setting, obtain
information about the identity of the client, and verify that identity.

e [tis our policy not to engage with clients requesting anonymity, and we would consider filing
a suspicious activity report in such circumstances.

o We therefore do not consider it necessary to put in place procedures and controls to deal with
clients undertaking transactions favouring anonymity.

No matter how robust and effective your AML/CFT controls, money launderers and criminals will
continue to attempt to move illicit funds undetected and will, from time to time, succeed. No system
of checks will detect and prevent ALL money laundering or terrorist financing. A risk-based approach
will, however, help to manage, and mitigate the risk of ML/FT provided this approach is underpinned
by a realistic assessment of the threat of the agency being used in connection with ML/FT. The
strategies to manage and mitigate the risks of the agency being used for ML/FT activities are
typically aimed at preventing the activity from occurring through a mixture of deterrence (e.g.
appropriate CDD measures), detection (e.g. monitoring and suspicious activity reporting), and
record-keeping (e.g. to facilitate investigations).

One of the key functions of the AML/CFT programme is to describe how the risks identified and
analysed in the risk assessment, are managed, and mitigated. Your AML/CFT programme must
include policies, procedures and controls that continue to manage and mitigate the ML/FT risks
identified in your risk assessment, any new products and services you may offer and new, or
emerging, ML/FT methods. Your AML/CFT programme should also describe how you deal with any
breaches of the Act, regulations made under the Act, and the Amended Identity Verification Code of
Practice.

Example of section Managing and Mitigating Risk, from an AML/CFT programme

Our risk assessment identified our agency as having a very low level of risk of ML/FT. The primary
reason for this is because of the type of clients we deal with, the manner in which we offer services
(face-to-fac